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How?
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Source: A. Shostack, “Experiences Threat Modeling at Microsoft,” 2008.

"there is no single best or correct way of performing threat modeling, 
it is a question of trade-offs and what we want to achieve by doing it"

Anti-pattern: Perfect representation
It is better to create multiple threat modeling representations 

because there is no single ideal view, and additional 
representations may illuminate different problems.

Principle: The outcomes of threat 
modeling are meaningful when they are 

of value to stakeholders
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Attacker-centric threat models
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"One of the first things the security engineer 
needs to do when tackling a new problem is 
to identify the likely opponents"

"…what sort of capabilities will the 
adversaries have, and what motivation?"



Attributes of threat agents
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Skillset

Motivation

Resources



Threat agent: The Crooks
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Threat agent: Goverment cyber warriors
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“… Moscow’s parallel cyber and influence operations have largely failed”
Source: Microsoft Threat Intelligence 2023






Threat agent: The Terrorists
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Threat agent: The Swamp
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Threat agent: The Insiders

Technology for a better society



System-centric threat models
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models that focus on the systems being built 
or a system being deployed
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A Retrospective Analysis of Maritime Cyber Security Incidents (2021). Meland et al.
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H3: Port data systems

H4: Cargo systems

M1: Ship and crew certificates

P1: Operators

P2: Yard, equipment

P3: Services

S1: OT

S2: Crew/adm. systems

S3: SAT/MD

S4: VHF

S6: GNSS
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Attacker-centric 
+ 

System-centric
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https://aegis.autonomous-ship.org/
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Summary of threats
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Threat modeling essentials

• What are you building?
• What can go wrong?
• What should you do about those things 

that can go wrong?
• Did you do a decent job of analysis?
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Threat modeling manifesto (2020)
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