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• Over 25 years working in cyber security
• Worked in law enforcement, academia and industry
• PhD in Computer Science - Thesis examined Russian and 

Ukrainian cybercrime groups that targeted Australian Banks in 
early 2000s

• Research interests include maritime cyber threats, cyber 
threat intelligence, state sponsored offensive cyber and 
information warfare

About @Stephen 



• Established September 2021

• Goal is to conduct impactful research into Cyber 
threats to the Maritime Transportation System (MTS)

• Our scope apart from traditional maritime activities 
includes inland waters, port facilities and other critical 
elements of the MTS

• This is achieved by leveraging our skills across 
disciplines within NHL Stenden in Ethical Hacking, 
Secure Programming, Serious Gaming, Maritime 
Technology,  Maritime Officer Training, Marine 
Shipping Innovations and Cyber Safety

• Three major projects

Maritime Cybersecurity 
Research Group





Global Maritime Transportation System 

• The role of GMTS in the global economy is 
significant with over 80% of the world’s cargo 
transported by ship (Bronk & Dewitt 2020) and 
representing 70% of global trade by value 
(Loomis & Singh, et al 2021).

• At the same fleets are aging and their 
technology is aging with them and thus more 
vulnerable to cyber-attacks.  38% of oil tankers 
and 59% of general cargo ships are more than 
twenty years old (Tam and Jones 2018). 





(Kessler and Shepard 2022) 



Source:  Atlantic Council



Source:  Atlantic Council



• Poorly maintained and aging equipment 

• Low level of cyber security maturity and 
awareness

• Lack of cyber security staff

• Potentially serious safety issues as a result of 
cyber attacks

• Critical nature of Maritime Sector for global 
economy and security 

• Various threat actors targeting it

Why is the maritime 
industry so vulnerable?





• This project involves building a database of all maritime cyber 
incidents that have occurred where information is available from open 
sources. 

• The database will utilise Structured Threat Information Expression 
(STIX™), which is a language and serialization format used to exchange 
cyber threat intelligence (CTI). 

• In student projects, data will be collected and a database built, and 
then maintained and updated. 

• The database will have a public online presence and will be used to 
produce reports and research papers. 

• It will also be used as input for simulations and other research.

Database of Maritime Cyber 
Incidents
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Russia; 33

China; 18

Iran; 9

North Korea; 9

USA; 5

Israel; 3

Somalia; 2

Others; 9

Cyber Incidents by Attacker Country 2001-2022
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USA; 26

UK; 13

South Korea; 11

China; 7
Australia; 7France; 6Iran; 5

Germany; 5

Greece; 4

Japan; 4

Ukraine; 4

Belgium; 3

Netherlands; 3

Denmark; 3

Canada; 2

Norway; 3
India; 2

Israel; 2

Other; 18

Maritime Cyber Incidents by Victim Country 2001-
2022



Vessel; 45

Energy sector; 16
Port; 29

Other; 62

Maritime Cyber Incidents by Victim Type 
2001-2022

Vessel Energy sector Port Other
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USS Harry S Truman

• In 2014 a US Nuclear Aircraft Carrier was 
subject of an investigation into hacking of 
numerous computer systems including 
systems belonging to the US Navy and US 
Geospatial-Intelligence Agency

• NCIS agents tracked down a suspect and 
conducted an investigation on board after 
transferred to the ship at sea by aircraft



• The suspect was Nicholas Paul Knight and he was a 
member of hacking group “tEam Digi7al”
• He was also an IT systems administrator on board 

the Harry S Truman
• His job was running the network in the nuclear 

reactor department
• NCIS set a fake database server which he breached 

and he was arrested
• Sentenced to 2 years jail

The Hacker



• In 2016 North Korea was suspected of jamming GPS signals in 
South Korea

• North Korea is using radio waves to jam GPS navigation systems 
near the border regions, South Korean officials claimed

• The broadcasts have reportedly affected 110 planes and ships 
and can caused mobile phones to malfunction

• The South Korean coastguard reported about 70 fishing vessels 
had been forced to return to port after GPS navigation issues

GPS Jamming 2016 (BBC News 
2016)





• In May 2020 Israel was behind a cyberattack that disrupted a major port in 
Iran, Shahid Rajaee, done in response to an attempt by the Revolutionary 
Guards to infiltrate an Israeli water facility

• Soon after the cyberattack began, the port’s authorities detected it but 
failed to fix it immediately so switched to manual management of unloading 
and loading

• The chief of staff of the Israel Defense Forces, said, “We will continue to use 
a diverse array of military tools and unique warfare methods to hurt the 
enemy”

• In a deadly escalation in July 2020 an oil tanker managed by an Israeli-
owned shipping firm was attacked by drones off the coast of Oman, killing 
two crew members

• “The pattern of the attack and the outcome seems like a serious escalation 
in the Iranian-Israeli ‘tit for tat’ engagement that has been ongoing in the 
maritime domain over the last couple of years”

Israel/Iran Cyber Conflict 
(NYT)





AIS spoofing (usni.org 2021)



• KillNet is a Russia-aligned hacktivist 
group.

• Similar to the Ukrainian Digital Army 
they use telegram channels to co-
ordinate cyber attacks.

• They have targeted European ATC, 
European Parliament and US 
government targets.

• They targeted also ships used to bring 
US equipment to Ukraine and NATO 
deployments in Eastern Europe.

Russian Invasion of Ukraine





Maritime Supply Chain Attack (maritime-executive.com Nov 2021)

- Danaos Management Consultants has been 
offering IT solutions for the maritime industry 
since 1986

- It builds software tools for ship management, 
including applications for chartering, payroll, 
crewing, AI analytics, ISM, document 
management and procurement

- The ransomware attack blocked customers 
communication with ships, suppliers, agents, 
charterers and supplies, while at the same time 
the files with their correspondence were lost.

- It has been reported that Danaos maintained 
open VPN links with customers and vessels









• Build lab environment utilising equipment from maritime 
industry technology providers

• Based on known issues from other ICS/SCADA industries and 
maritime conduct vulnerability research in lab environment

• Build a virtual ship Honeynet to study current active scanning 
of maritme technology

• Use discovered vulnerabiltiies and Honeynet data to develop:
– Research reports/publications
– Report vulnerabilities
– Utilise in maritime cyber incident simuations

Create Maritime Technology Hacking 
Lab



Maritime Honeypot

• A honeynet is a network set 
up with intentional 
vulnerabilities hosted on a 
decoy server to attract 
hackers
• So a honeynet consists of one 

or more honeypots
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Maritime Cyber 
Incident 
Simulations

• Maritime Cyber Incident simulations will be developed to enhance security 
awareness, train participants in correct response procedures and study human 
factors in these types of scenarios.

• These simulations will include:
– Crew simulations using facilities at the Maritime Institute on Terschelling
– Software simulation based on existing work by Serious Gaming
– Tabletop exercises for executives, conferences, etc.
– Large scale exercises utilising a combination of the above across multiple 

sites









Threat Deviation of electronic position due to cyberattack on 
ECDIS/GPS

Materials used • Introduction exercise
• Simulator
• Ship model CNTRN43.B
• Deviation of electronic position
• Flowchart/Game Martin
• Research/observation form
• Evaluation form 

Scenario  research 
questions

Observations: (What do we want to investigate and 
why?)
The effect of actions in whether or not to register 
deviation to navigation equipment such as the ECDIS.
Research questions:
- How long did it take until an anomaly was detected
- What is the primary reaction to this anomaly?
- What is the secondary response to this anomaly?
- Is there awareness that equipment may have been 

hacked?
- How does this awareness come about
- If there is awareness that the equipment is infected 

with a virus what is the primary response?
- What is the secondary response?









Percentage of human error in marine accidents according to several authors.

Javier Sánchez-Beaskoetxea et al 2021



A. Graziano, A.P. Teixeira, C. Guedes Soares 2016 Safety Science

Percentage of technical equipment involved, divided by task error category.



Netherlands Coast Guard Dilemma Session 
Agenda

• Introduction1300 – 1345

• Incident Conduct & Scenario Intro1345 – 1400

• Part 1 0600 HRS1400 – 1430

• Part 2 1200 HRS1430 – 1500

• Part 3 1800 HRS1500 – 1530

• Press conference role play1530 – 1545

• Exercise Wash-up/Wrap up1545 – 1630



Scenario Introduction

• Ruthenia is an Eastern European major 
power whose President, Igor Talin, 
wants to return Ruthenia to its 
superpower status of the past. 

• One of Ruthenia’s neighbours is 
Orangeland.

• Orangeland has a new West leaning 
government with ambitions for closer 
ties with the EU and NATO.

• Igor Talin is opposed to this, and 
tensions led to a Ruthenian military 
invasion of Orangeland.



• The Netherlands have provided political 
support and military aid to Orangeland.

• The Netherlands government have 
accused Ruthenia of war crimes.

• In recent weeks the Netherlands have 
sent tanks to Orangeland purchased 
from allies.

• Ruthenian military bloggers have said 
the Netherlands will regret this 
interference.

Ruthenian and the Netherlands



Ruthenia

• Ruthenian has a significant Navy and 
uses it to project its power

• Ruthenian SSS (State Security Service) 
hackers are highly skilled and 
responsible for many attacks against 
Western countries.

• It has also conducted serious disruptive 
attacks on the power grid of 
Orangeland in the years leading up to 
the recent invasion. 

















 
No.1 Name vessel: OOCL Rauma 
 Callsign: PBWS 
 Length/width: 169 m / 27 m 
 Draft: 9,30 metre 
 Persons on board: 15 
 Destination: Helsinki Via NOK 
 Position: 52° 10, 32 North 003°54,4 East 

1,5’ east Oil rigg P15E 
 Course 351° 
 Speed drifting 
 Cargo General cargo in containers 
 Dangerous cargo: Yes 
 Picture:  

 
 
 
 
 
 
 
 
 
 
 

 Owner: JR Shipping (Dutch) 
 Flag Dutch 
 IMO 9462794 
 MMSI 246650000 
 

 
 















No.3 Name vessel: Eternal Resource 
 Callsign: VRQS6 
 Length/width: 254 m/ 43 m 
 Draft: 11,5 m 
 Persons on board: 25 
 Destination: New York 
 Position: 40° 26, 32 North 073°45,45 West 
 Course var 
 Speed stopped 
 Cargo Bulk  Coal 95.000 ton 
 Dangerous cargo: No 
 Picture:  

 
 
 
 
 
 
 
 
 
 

 Owner: DAIICHI CHUO MARINE - TOKYO, JAPAN 
 Flag Hong Kong 
 IMO number 9515187 
 MMSI 477045300 
 

 
 
 









• Initially, analysis showed many similarities with other 
ransomware samples from 2022, but further research indicated 
the malware had been modified to cause data destruction.

• KingKong overwrites or encrypts sectors of the physical hard 
drive and C: volume, but it does not contain the ability to restore 
the files, rendering recovery impossible even if the ransom is 
paid.

• KingKong also has the ability to send messages to Autopilot 
before wiping drives.

KingKong Malware Analysis









•  The Netherlands Police have identified the source for the KingKong
wiper-malware infection on Kings Day 2023. This was based on 
intelligence received from the FBI liaison officer in the Hague.
• This intelligence led a search warrant being executed at the Rotterdam 

offices of Limany Group. 
• Limany Group supply ship chandlery services to a number of shipping 

lines. 
• It appears they handled all the impacted ships when they were in the 

port of Rotterdam.

NL Police Forensic Report







Port of Orangeland  Cyber-attack



Questions


