
Norwegian Maritime Cyber Resilience Centre

Our Values:
Trusted

Solid
Innovative

Our Set-Up:
Mutually owned by 

Norwegian Shipowners 
and Operators

Our Vision: 
Unified resilience 

against cyber 
threats for 
Norwegian 

Shipping and 
Maritime Sector



Current Overview

12 Employees110 Member
organisations

Represented with 
2 257 Vessels Offices and Operations 

Room in Oslo, Norway

• Intelligence & information 
sharing

Services:

• Response • Security Operations 



110 members – 2 257 vesselsOur members:

Maritime Vendor Members:



Does the management really care about cyber 
risks?





Top management cyber security skills



How to communicate cyber risks to top 
management?  
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BUSINESS IMPACT ASSESSMENT
Sit down with the management team and:

1. List your digital processes supporting your operations

2. Rate how critical each process is in case it is interrupted

3. May use CIA

1. Confidentiality

2. Integrity 

3. Availability

4. If little time – define the impacts and then just let the 

management score the impacts 1 to 4



BUSINESS IMPACT ASSESSMENT
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SECURITY RISK ASSESSMENT
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Example - Ransomware
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Example - Ransomware
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Example – Cyber threats
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SECURITY RISK ASSESSMENT

THREAT VULNERABILITY
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So, what to do if you don’t have management 
attention yet?  



Run a tabletop exercise

• Realistic scenario – something that has 

happened to other companies similar to 

yourself.

• Focus on the business impact/implications – 

not on the technical measures

• How do you manage reserve solutions, 

internal communication, media handling, 

clients and stakeholder management, legal 

aspects? 



Summary

• Focus the communication more on business impact/consequence and less 
about the technical vulnerabilities and threats

• The magic happens when the technical team sit together with the 
management team and defines the impact/consequence

• Let the management team define/score the business impacts

• Then you focus on minimizing and monitoring the likelihood

• Communicate consistently Risk = Impact x Likelihood (threat x vulnerability)

• Exercise Exercise Exercise!



Norwegian Maritime Cyber Resilience Centre

Contact information

NORMA Cyber OPS:
ops@normacyber.no 

24/7 Incident and Crisis number: +47 90 98 97 37

Administrative queries: 
contact@normacyber.no

Questions?
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