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• Pre-emptive cyber security service
 Predictive algorithms identify assets  

most vulnerable to specific cyber attacks 

• Built by security experts
 US Intelligence & anti-terrorism experience 

• Continuous monitoring
 Canvass Deep & Dark web for threats and 

Zero-day vulnerabilities

• Maritime application
 Proprietary database of ship-based

operating technologies not covered by 
CNA alerts

 Includes shore-side analysis and alerts 
for entire digital enterprise

 Ever-expanding database as maritime 
technologies come under increasing 
attack

WHO WE ARE:
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MAERSK
Collateral victim of 

NotPetya 2017

San Diego

PORT OF SAN DIEGO
Malware 2018

CLARKSON PLC  
Ransomware 2017

CYBER ATTACKS            On the rise in the maritime industry

AIS POSITIONING
Hacked 2013

80%

Has your company
been a target of 
cyber attacks?*

Yes

* Jones Walker Insurance Agency, Data Privacy Group survey of 126 maritime industry executives
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MARITIME CYBER SECURITY CHALLENGES

BEHAVIORAL “Hygiene”
• Fractured IT interaction (crews, passengers, ports, staff, partners…)

1. ALERT FATIGUE  

• ~5,000+ new CVE alerts issued per quarter

2. SHIP-SIDE OPERATING TECHNOLOGIES

• Hundreds of technologies not tracked by CNAs

3. MANY ATTACK VECTORS 

• Large Technology Footprints (Offices, Vessels, Agents, Terminals etc.)

TECHNOLOGY “Hygiene”
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1. ALERT FATIGUE            more than 50 new CVEs issued per day..and growing

6094
5379 5630

7370 7334

9465 9959

14472

18196

21407

15799

0

5,000

10,000

15,000

20,000

25,000

2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019*

New CVEs pr year

SOURCE:  Mitre.org



CONFIDENTIAL - DO NOT DISSEMINATE. This document is strictly private and contains confidential and trade secret information of 
Cybeta and Liberty Advisor Group and should not be disclosed, copied, distributed or reproduced in whole or in part.

6

2. SHIP-SIDE OPERATING SYSTEMS           Easy prey for threat actors

• Deep draft vessel en route towards port of 
NY/NJ needed assistance from Coast Gard…

• “..malware significantly degraded functionality 
of onboard computer system…»

• “..common practice for cargo data to be 
transferred at pier, via a USB drive.”

US COAST GUARD Safety Alert (July 2019)
Increased Deep & Dark Web Activity
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3. LARGE ATTACK VECTOR SURFACE

Dania Ship Mgmt

V
essels

MARCAS
Supply Chain

Cooperative Organization

V.Scope
Insurance providerOceanic Catering

Insurance provider

Marlins
Training Provider

V.Travel
Crew Transport

V.Crew
Crew Supply

SeaTec
Build Supervision

SeaTec
Shipping Communications

ShipSure
Ship Management via

realtime marine operations data

ITM
Tanker Mangement

Selandia-Group
Technical Ship Management via
realtime marine operations data

UMC
Underwater inspection, 

Repair, Maintenance

V.Ships
Technical Ship Mgmt

V. Group

V
essels

V
essels

Clipper Fleet Mgmt

Corporate Partners/
Vendors

Cloud

Sat.
Port 

Terminals

Fleet

Maritime companies have large digital footprint Many attack vectors

MaritimeTarget

illustrative purposes only
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Threatβeta™ relative  cyber risk quantification
NEEDED          Simplification and Prioritization

 ALERT OVERLOAD/CVE FATIGUE

 SHIP OT VULNERABILITIES

 ATTACK VECTOR OVERLOAD

 THREATBETA PRIORITIZATION

 PROPRIETARY DATABASE OF 
RELEVANT MARITIME Ots

 REAL-TIME DASHBOARD 
w/CONTINUOUS OVERWATCH
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PREDICTIVE:

DETECTIVE:

PROACTIVE:

Anti virus

Penetration Tests Training & Policies

DLP

Firewalls

Cyber Insurance

Air Gaps

Anti spam

Identity/Access Mgmt. VPN

REACTIVE:

Database Monitoring

Escalation Management Digital Forensics

Anti Malware

CIRT

Secure Gateway

Patch Management

CYBERHELM A key component in a multi-layer cyber threat defense 

…

…



Threatβeta™ relative  cyber risk quantification
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ThreatSurface

Threatβeta™

Vulnerability Score Attack Likelihood
How big a target am I

on the internet?  

What is the severity of the detected 

vulnerabilities?  

What is the likelihood of me 

being attacked or probed?  

How severe is my overall cyber attack 

vulnerability relative to others?  

1. AVOIDING ALERT FATIGUE          Threatβeta identifies the most urgent threats

“Threat Beta Predicts Future Cyber
Events 1 to 12 months in advance”



Threatβeta™ relative  cyber risk quantification2. SHIP OPERATING TECHNOLOGIES           Proprietary database of 100’s of OTs
- monitored for Deep & Dark Web Activity



Dashboard (redacted)3. VECTOR OVERLOAD         Dashboard for Remediation & Compliance Mngmt

Drill-down by entity (vessel)

Enterprise Summary Metrics 

Technology Details
Time to Patch Monitoring

What-if Scenarios



How big a target am I on the Internet?

Which IP addresses are my weakest technologies on?

What is my quantified, relative vulnerability?

How severe are my vulnerabilities?

How do we fix the problems?

How many security holes are in my enterprise?

What is their certified severity?

What is my quantified, relative vulnerability?

Which technologies are leaving me at-risk?

What is the likelihood of being attacked or probed

(redacted)Dashboard drill-down
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