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Risk Horizon 
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Targeted Systems 

• Ship Operations

• Access Control & Security 
Systems

• Communication Systems

• Crew Internet Access 

Shipboard Systems

• Cargo Control Room & Its 
Equipment 

• Level indication

• Valve Remote Control

• Water Ingress Alarm 

• Ballast Water

• Gas Liquefaction

• Fire Suppression System 

• Engine Governor

• Power Management

• Alarm System

• Emergency Response System 

Critical Control Systems

Bridge Systems

TGPS 

ECDIS
DP
AIS

GMDSS

Radar 

VDRs

Satellite

Uplink

Transponders

Downlink

GPS, Navigation Systems
Satellite Communication
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What Are the Risk Materialization Impact?

RISK
• Shipment Efficiency 

(i.e. speed, cost, volume)

• Shipment Reliability 
(timely delivery with minimal loss)

• Environmental and Human Safety 

IMPACT

RISK
MATERIALIZE

• Loss of Business

• Fines and Penalties

• Reputational Damage

• Supply-Chain Disruption

• Global Economic Loss

• Compromised Health, Safety 

and Security 



Threat Landscape Influencing 
the Maritime Risk Horizon
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Advanced Persistent 
Cybercrime

E-Sport Platforms 
Targeted

Work from 
Anywhere

Aggressive, Destructive 
Ransomware

Weaponization of AI

OT Targeted with 
Ransomware and Killware Threats Traverse Satellite

Communication

MITRE ATT&CK

Techniques

Sophistication and
Speed

Cryptominers, Crypto 

Wallets Targeted

Sharp Increase in Linux

Malware and Exploits

Organizations are under attack more than ever
Perforated Attack Surface
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MITRE ATT&CK Techniques Employed as Part of Intrusion
(Average Execution Time: 4 hours)

FortiLabs: Global Threats Landscape 2H 2022



Spending Priorities 2023
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• The threat landscape continues to worsen as 
threat actors become increasingly sophisticated

• Digital sovereignty is just the latest in privacy 
regulations, resulting in loss over data, 
innovation capabilities and ability to shape 
the digital environment

• The rise in importance in Asia Pacific is not 
surprising. The rise in ransomware incident 
rates in Asia Pacific has made cybersecurity 
threats an even more pressing board level topic 
there as compared to Europe and North 
America

How are CEOs Prioritizing Spending in 2023?

IDC #US50645223 (May 2023)
Source: CEO Survey, IDC, January, 2023, N = 305



The Technology Ecosystem
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Maritime Ecosystem 
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Communication Exchange Ecosystem



Developing Synergies While 
Taking Risk-Adjusted Decisions
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Security and 
networking Point 

product complexity 

Security tools and 
teams that work in 
silos, and require 

manual work 

Hard to balance best 
of breed with 

integrated and 
synergetic security 

Skill shortage + high 
volume threat = 

overwhelmed security 
teams 

Complexity Many Silver Bullet(s) Silo Operations Overwhelmed Humans  

In other words: lack of foundation in delivering centralized and automated Detection to 
Response at machine speed 

Strengthen the Synergies to Capitalize on Advanced Technology 
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Operational
Risk

Intellectual Property 
Risks

Reputation 
Risks

Physical 
Risks

Determine the Risk Universe in Terms of Loss 

LOSS

SECRETS TRUST LIFE PROFITS
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How to Create Value in While Maintaining Adequate 
Cybersecurity Risk Posture
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Willingness 
to Invest

Costs

Opportunity Costs

Risks

Risk-Adjusted Decisions for 
Budgets and Spending

Efficient Use of 
Scarce Resources while remain 

effective in responding to 
Cybersecurity Costs
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The Goal is to provide quantitative 
information that trigger 

constructive discussions about 
cybersecurity risks and impact on 

the business

Re-Think How Risks are Identified in the Maritime 
Sector

Align with CFO and other Top 
Executive perspective’s when 

discussing about investment and 
its return on Cybersecurity

https://www.opengroup.org/
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Utilize the Opportunity Costs to Prioritize Risk Driven 
Decisions

Invest Manage

Opportunities Re-Evaluate

Company Risk Posture
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1. Focus on the long-term and re-adjust in 
the event of major risk  (i.e.: 
Geopolitical, Technological, Regulatory)

2. Allocate resources on the desired risk 
posture

3. Financial Metrics are important, 
cybersecurity impact also.
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Potential Investment to Prioritize on The Medium-Long 
Terms in The Maritime Sector

Company Risk Posture
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• Universal ZTNA

• Secure Access Services Edge (SASE)

• Enhanced Detection (XDR)

• Secure SD-WAN & 5G

• Converged Security Operations

• AI-Powered Services

• External Attack Surface Management

• Adversary Centric Intelligence

• Brand Protection

• SOC Augmentation Services

• Security Orchestration and Automation

(SOAR)
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