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Commercial Ships & Cybersecurity Requirements
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Presenter Notes
Presentation Notes
Commercial ships play a crucial role in the Maritime Environment, interacting with various entities such as Shipping Companies, Crew, Shipbuilders, Port Authorities, Inspectors/Marine Surveyors, Cargo Owners, Flag States, Charterers, and Telecommunication Service Providers, and any degradation, interruption, 

Existing best practices and ma­ri­time re­gu­lation have recently identified these security needs and they have pro­posed general guidelines in order to effectively ad­dress cyber-threats 
TMSA v3, Improve and measure safety management systems (2017)
BIMCO v4, Guidelines on Cyber Security Onboard Ships (2020) 
IMO 2021 - MSC.428 :Maritime Cyber Risk Management
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Vessels: Floating Digital Offices
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Presenter Notes
Presentation Notes
�"Modern commercial ships are characterized as 'Floating Digital Offices' as they host and interact with complex, heterogeneous Information Systems and depend on multiple providers (e.g., navigation equipment providers, cloud service providers, telecommunication providers, etc.). The information systems of commercial ships may be exposed to multiple threats and vulnerabilities in cyberspace, and any interruption or malfunction of the ship's critical systems (e.g., navigation systems and/or OT systems) will have a significant impact on office-ship communication, smooth navigation of the ship, or even the integrity of the cargo. Therefore, cyber security is a critical aspect of the smooth operation of commercial ships and, by extension, the operational continuity of shipping companies.
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Connected Technologies: Advantages and Risks
Advances in digital and 

connected technologies are 
transforming the global 

shipping network, offering 
opportunities for greener, 
safer, and more efficient 

operations.

Cybersecurity Issues

© 2024 | www.ictprotect.com​
References: “REVIEW OF MARITIME TRANSPORT”: https://unctad.org/system/files/official-document/rmt2022_en.pdf
DNV: “Maritime Cyber 2023”
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Presenter Notes
Presentation Notes

�αύξηση στο 61% για τις εταιρείες μεταφορών εμπορευμάτων που αντιμετωπίζουν έλεγχο εκπομπών.

�Οι ψηφιακές τεχνολογίες όχι μόνο ενισχύουν τη βιωσιμότητα αλλά βελτιώνουν και την ασφάλεια αυτοματοποιώντας πολύπλοκες διαδικασίες, ωφελώντας την ασφάλεια των λιμένων και της θάλασσας.

Advances in digital and connected technologies are transforming the global shipping network, offering opportunities for greener, safer, and more efficient operations.
Connected technologies are crucial for reducing emissions through fleet and route optimization
Digital technology  is considered as a key enabler for decarbonization plans
Digital technologies not only enhance sustainability but also improve safety by automating complex processes, benefiting ports and sea safety.
The United Nations Conference on Trade and Development highlights digitalization's role in addressing efficiency, reliability, visibility, resilience, predictability, and sustainability challenges.
US Coast Guard, emphasizes the importance of real-time information and connectivity for efficiency and competitiveness.




The increasing connectivity in the maritime sector raises concerns about OT cybersecurity, with more connections increasing the likelihood and speed of breaches.


https://unctad.org/system/files/official-document/rmt2022_en.pdf
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Risks and Attack Vectors
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Risk Scenario
THREAT DESCRIPTION VULNERABILITY DESCRIPTION Proposed Countermeasure

Control Logic 
Manipulation

Control system software 
or configuration settings 

modified, producing
unpredictable results

Insufficient configuration

Improperly configured systems may leave unnecessary ports 
and protocols open. These unnecessary functions may 

contain vulnerabilities that increase the overall risk to the 
system. Using default configurations often exposes 

vulnerabilities and exploitable services. All settings should be 
examined.

Hardening based on best practices (CIS 
benchmark)

Critical configurations are 
not stored or backed up

Procedures should be available for restoring OT/ICS 
configuration settings in

the event of accidental or adversary-initiated configuration
changes to maintain system availability and prevent loss of 

data. Documented procedures should be developed for 
maintaining OT/ICS configuration settings.

1. Procedures should be available for 
restoring OT/ICS configuration settings in 

the event of accidental or adversary-
initiated configuration changes to maintain 
system availability and prevent loss of data. 

2. Documented procedures should be 
developed for maintaining OT/ICS 

configuration settings.

Slow / lack of updates

Maintaining ICS/SCADA firmware and software up-to-date is 
not easy, and it can be very complex for critical infrastructure 
systems, as an update error could cause severe issues on the 
whole system. Cyber fragility results from applying a change 

to the system without having tested it beforehand and 
having foreseen its effects.

Software updates should be monitored and 
implemented as needed on time (after 

proper testing)

SCADA Software features

SCADA applications and software usually provides basic and 
modest security features. However, these are not always 

enabled by default, and could act as additional weaknesses if 
operators are unaware of the need of enabling these 

features.

Operators should be aware of the need of 
enabling features.

Operating System
Vulnerabilities

The whole host of normal IT operating system vulnerabilities 
are present in SCADA systems.

The difference from an IT system is that patching may be 
performed less rigorously. It is usual for a SCADA system 

operator to have a running system that is expected to 
perform without interruptions.

It is usual for a SCADA system operator to 
have a running system that is expected to 

perform without interruptions.

© 2024 | www.ictprotect.com​ Reference: SANS: ICS Layered Threat Modeling,  ENISA: WP2016 3-1 2 ICS SCADA Dependencies, NIST.SP.800-82
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Risk Scenario
THREAT DESCRIPTION VULNERABILITY DESCRIPTION Proposed Countermeasure

Permit 
unnecessary 

data to
pass between 

networks

A lack of properly 
configured firewalls could 

permit unnecessary data to
pass between networks, 

such as control and 
corporate networks, 

allowing
attacks and malware to 

spread between networks, 
making sensitive data

susceptible to 
monitoring/eavesdropping, 

and providing individuals 
with

unauthorized access to 
systems.

Inadequate firewall and router logs
Without proper and accurate logs, it might be 
impossible to determine what caused a security 
incident to occur.

The firewall and router logs should be 
monitored and reviewed at regular time 
intervals

Firewalls non existent or improperly 
configured

A lack of properly configured firewalls could 
permit unnecessary data to pass between 
networks, such as control and corporate networks, 
allowing attacks and malware to spread between 
networks, making sensitive data susceptible to 
monitoring/ eavesdropping, and providing 
individuals with unauthorized access to systems.

Minimization of access paths to the internal 
network and enhanced concentration of 
monitoring

Weak Firewall Rules - Access to 
specific ports on host not restircted 

to required IP addresses

Access to specific ports on host not restricted to 
required IP addresses

Using segmentation of security zone within 
the SCADA network and using distributed 
firewall within the SCADA Environment can 
protect the end devices

Lack of Functional DMZs

The use of several DMZs provides the added 
capability to separate functionalities and access 
privileges and has proved to be very effective in 
protecting large architectures composed of 
networks with different operational mandates. 

Firewalls should be used to create DMZs to 
protect the ICS network. 

Different DMZs should be created for 
separate functionalities/access privileges

© 2024 | www.ictprotect.com​ Reference: SANS: ICS Layered Threat Modeling,  ENISA: WP2016 3-1 2 ICS SCADA Dependencies, NIST.SP.800-82
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Our Proposed Methodology
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Conduct Risk 
Assessment & 
Risk Treatment

-- Identify IT & OT Assets
-- Identify assets’ dependencies
-- Impact Assessment

--Identify Potential Threats
--Evaluate Vulnerabilities
--Propose Mitigation Actions
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Vessel IT&OT Asset Model
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IT & OT Systems are increasingly 
exposed against cyber risks.

significant impact on 
all maritime entities

affecting international economy

Cyber risks could be exploited 
either by satellite networks

either by the traditional 
communication channels

Digital supply chain risks
Gartner predicts that by 2025, 45% 
of organizations worldwide will 
have experienced attacks on their 

software supply chains, a three-fold 
increase from 2021

Issues & «life jacket»

Risk Assessment should depict IT & OT 
dependencies

IT & OT Risk Assessment

Network architecture should be 
designed through the most secure and 

widely used architecture model for 
ICS/OT systems, the Purdue Model 

(ISA 99, IEC 62443).

Remote access capabilities must be 
adequately controlled

Control Remote Access

Vulnerability Management & Patch 
Management Processes should be 

enforced

Incident response procedure must be in 
place and adequately followed.

Incident Management

Secure Network Architecture

© 2024 | www.ictprotect.com​

Presenter Notes
Presentation Notes
With the rapid growth and adoption of technology in maritime environment, Vessel IT & OT Systems are increasingly exposed against cyber risks. 
These cyber risks could be exploited:
by satellite networks, eit­her 
by the traditional communication channels 
and could have significant impact on all maritime entities af­fecting international       economy.
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Architecture Levels – Purdue Model

• Internet
• Satcom

Level 5: Enterprise (Enterprise Zone) - Shore Office Network

• Ship Crew WiFi, Ship Guest WiFi
• Bridge Computers, Captain & Engineer Computers
• Monitoring Systems (Ballast, Cargo, Main engine)
• Ship Stability Program
• VDR

Level 4: Site Business Planning and Logistics (Enterprize Zone) - Vessel Network

• Firewall
• Web Proxy (broker service for propulsion, ballast, cargo data)
• WSUS
• ECDIS Update Gateway
• Remote Desktop Gateway

Level 3.5 Industrial DMZ

• VDR (Data Collecting Unit)
• ECDIS
• CCR Computer and equipment
• ECR Computer
• SCADA/Shipboard Integrated Monitoring and Control Systems

Level 3: Site Manufacturing Operations and Control (Manufacturing Zone) - Bridge-ECR

• Switches
• Firewall
• HMI Propulsion
• HMI Power Management

Level 2: Area Supervisory Control (Cell / Area Zone) - Bridge-ECR

• GPS, PLC, HMI
• CAN bus
• Echosounder

Level 1: Basic Control (Cell / Area Zone) - Bridge-ECR

• Sensors
• Actuators

Level 0: Process (Cell / Area Zone) - Bridge-ECR
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Let’s do business
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