
Hacking Ships
What Would a Hacker Do?



#whoami

• Security Consultant & Software Developer at HEC
• Software Development Company in Bremen

• Coaching Teams in Security Aware Development

• Penetration Tester 

• #1 in Cyber Security Challenge Germany 2015 

• Passionate about breaking things 

Carsten Cordes



Recent incidents



Challenges in Maritime Cybersecurity

Outdated Tech



A hackers mindset



Hacking according to media



Hacking in reality

Research

(Lots of)

Analysis

(Lots of)

Trial and Error 
(Lots of)

Exploit

„Doing bad stuff“ 
(Post Exploitation)



The low hanging fruit

Hackers look for
the easiest way to
reach their goal.



Hacking a vessel



Attack Surface



Demonstration



Defending yourself


