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World Economic Forum Report 2018
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The cyber domains
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CYBERSECURITY AND SHIPPING
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IT vs. OT: What is the Difference?

Informational Technology 

• Dynamic data capture, continuous 
transformation of data, highly 
variable outcomes, and data 
reporting is analytical

• Potential for many variable access 
routes to systems

• Confidentiality, Integrity, Availability 
(CIA)

• Regular System Updates are the 
norm; they are designed for change

Operational Technology
• Process control, static operations, 

change is controlled, consistent 
performance, reporting is historical

• Limited highly controlled access 
routes to systems

• Control, Availability, Integrity, 
Confidentiality, Effectiveness, 
Trustworthiness, Safety

• Rare System Updates; availability 
and control are limiting factors in 
changes
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Typical shipboard network configuration

IT / OT convergence…. The unknown 

unknowns….

(Source BIMCO)



7 Digital Trends Transforming Shipping

Source: BCG Analysis
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Is the industry a target?

Cyber Risk 8Chronis Kapalidis Unravelling the myth around cyber Digital Ship, Athens 13 Nov 19 8

Date Victim

2010-11 Greek Shipping Company

Aug 2011 Iranian Shipping Line (IRISL)

2011-13 Port of Antwerp

2012 Australian Customs and Border Protection Service Agency

2012-14 Danish Port Authority

Apr 2016 South Korea

Jun 2017 AP Moller Maersk

Jun 2017 Ships in Novorossiysk

Nov 2017 Clarksons

July 2018 Cosco US

Sep 2018 Ports of Barcelona & San Diego

Jan 2018- today GPS interference in Eastern Mediterranean

June 2019 –today GPS interference Strait of Hormuz
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RESEARCH FINDINGS: A SoSA OF THE SHIP'S ECOSYSTEM
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Ship’s cybersecurity ecosystem
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Period: Oct 17 – Feb 19

Research Method: SoSA -

Interviews

UoA:18 port sub’nts

20 ship sub’nts

AoR: Vulnerability

Consequences

Affected Fields

Deck Systems Engine Systems

Signal Light Column Engine Control Room

Anchor and Mooring Winch Control Switchboards

Internal Comms Bow Thruster Control 

Crew Entertainment Water Ingress Detection 

GMDSS Console Alarm and Monitoring Control 

Fleet Management Power Management

Navigation Equipment Cabling

Bridge Control Console

VDR/S-DR

Electrical Crane Equipment

Reefer Container Monitoring

Navigation Lights

Loading and Stability Computer
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Port’s cybersecurity ecosystem
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Chatham House Maritime Cybersecurity Research 

2019: Vulnerabilities & Consequences
Ports                                                                  Ships
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Chatham House Maritime Cybersecurity Research 

2019: Affected Fields



Cyber Risk 14

It is all about the maritime supply chain risk….

Chronis Kapalidis Unravelling the myth around cyber Digital Ship, Athens 13 Nov 19 14

Economic damage to the world economy on 15 Asian ports:

from $40.8 to $109.8 billion
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SO…. TECHNICAL OR MANAGEMENT ISSUE?
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Cyber Risk Management and the IMO  

Resolution MSC.428 (98) Maritime Cyber Risk Management in
Safety Management Systems affirms that:
• Approved Safety Management Systems should take cyber risk management into account in

accordance with the objectives and requirements of the ISM Code.
• Existing risk management practices should be used to address the operational risks

associated with the growing dependence on cyber enabled systems.
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Regulation Drives Changes but so Does Risk

• ISO adopted the Plan-Do-Check-Act process for all standards in 2015; 
focusing on continual improvement.

• ISM uses risk identification and audit based prevention to ensure the focus is 
on continual improvement.

• TMSA introduced the Plan-Act-Measure-Improve cycle with relevant KPIs to 
manage continual improvement.
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Re-Thinking Cyber Risk Management

✓ Consider cyber risk in terms of money

✓ The cyber-risk-to-money intersection offers measurable 

value to inform resource prioritization

✓ Financial grounding translates cyber risk into common 

language

✓ Empowers decision-makers with relevant context and 

inputs so as to make informed decisions on cyber risk
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Who Owns Cyber Risk?

Shareholders, PE, 

Partners, Shipowners

Evaluate and Fund Risk
(In terms of Investment decisions)

Board of Directors

Evaluate and Fund Risk
(Minimize losses; support/protect 

shareholder equity)

Business Leaders 

(CEOs, MDs)
Manage Risk 
(Profit and Loss / Balance Sheet)

Identify, Prevent, Accept, 

and Transfer Risk
(Insurance; Agreements and Contracts in

terms of and risk to Profit and Loss and 

Balance Sheet)

Risk Leadership 

(Counsel, Risk Mgr.)

Validate Risk, Allocate 

Resources
(In terms of cyber risk to operations and 

Profit and Loss)

Security 

Leadership 

Communicate Needs, 

Solutions
(In terms of cyber risk to operations that 

supports cash flow and profit and loss)

Security 

Practioners 
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The Security Awareness Maturity ModelTM

No awareness program: A security awareness program does
not exist. Employees have no idea that they are a target, they
do not know nor understand organization security policies, and
they easily fall victim to cyber or human-based attacks.

Compliance-focused: Your security awareness program is
designed primarily to meet specific compliance or audit
requirements. Training is limited to annual or ad-hoc basis.
Employees are unsure of organization policies, their role in
protecting their organization’s information assets, and how
to prevent, identify, or report a security incident.

Promoting awareness and 

behavioral change: Your program 

identifies the training topics that 

have the greatest impact in 

supporting the organization’s mission 

and focuses on those key topics. The 

program goes beyond annual training 

to include continual reinforcement 

through the year. Content is 

communicated in an engaging and 

positive manner that encourages 

behavior change at work, home, and 

while traveling. As a result, 

employees are aware of 

organizational policies and actively 

recognize, prevent, and report 

incidents.

Long-term sustainment and cultural change: The 
program has processes and resources in place for a long-

term life cycle, including (at a minimum) an annual review 

and update of both training content and communication 

methods. As a result, the program becomes an established 

part of the organization’s culture and has gone beyond just 

changing behaviors and has changed people’s beliefs, 

values, and perceptions on security.  Keep in mind it takes 

3-10 years to have a strong, measureable impact to culture.

Metrics framework: Your program has a robust metrics 

framework in place to track progress and measure impact. 

As a result, your program is continuously improving and 

can demonstrate return on investment. Note: Having 

metrics in the last stage does not imply metrics come into 

play only at the end of the maturity model. Metrics are an 

important part of every stage. However, this stage 

reinforces that to have a truly mature program, you must 

not only be changing behaviors and culture, but also have 

the metrics to demonstrate that.
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IT’S TIME TO HAVE SOME FUN……
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