
SHIPPING

GDPR AND CYBER 
RISKS 
A ROADMAP

TUESDAY 26 MARCH 2018 



2

IN A ‘NUTSHELL’
GDPR

Regulation (EU) 2016/679 “on the protection of natural persons with regard to the processing of personal data and on the 
free movement of such data”

Comes into effect on 25 May 2018

Natural persons – whatever their nationality or place of residence

Data protection impact assessment

Controller and Processor

Data Subject’s rights

Duty to notify any breach

Severe penalties for breach - Fines up to EU 20 million or 4% of turnover



TERRITORIAL EFFECT
GDPR

Are any of your vessels flagged within the EEA?

Is your website directed towards customers based in the EEA, for example by using an EEA currency, or a particular 

language?

Can your services be bought from within the EEA?

Do you have a registered establishment or an office in the EEA?

Is your business currently registered with an EEA data protection authority?

Do you use servers located in the EEA?

Do you monitor the behaviour of any individuals within the EEA (irrespective of their nationality or habitual residence)? For

example, if your website uses tracking cookies, then you are “monitoring individuals” for the purposes of the GDPR.

IF THE ANSWER TO ANY OF THESE QUESTIONS IS ‘YES’ THEN IT IS LIKELY THAT THE GDPR APPLIES TO YOU.
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WHAT DATA?
GDPR

“Natural persons” only

Any information relating to an “identified “or “identifiable” natural person (“data subject”)

Employees and crew

“Special categories” – processing prohibited

Racial or ethnic origin

Political opinions

Religious of philosophical beliefs or trade union membership

Genetic, biometric data, data concerning health

Sex life or sexual orientation

Some exceptions – Article 9

4



CONTROLLER AND PROCESSOR
GDPR

Controller:

“the natural or legal person, public authority, agency or other body which, alone or jointly with others, determines the 
purposes and means of the processing of personal data”

the Controller shall implement appropriate technical and organisational measures to ensure and to be able to demonstrate 
that processing is performed in accordance with this Regulation. Those measures shall be reviewed and updated where 
necessary. (art. 24.1)

Processor:

“a natural or legal person, public authority, agency or other body which processes personal data on behalf of the controller”

Processing:

“any operation …which is performed on personal data…,whether or not by automated means, such as collection, recording, 
organisation, structuring, storage, adaptation or alternation, retrieval, consultation, use disclosure by transmission, 
dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction”
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WHEN IS PROCESSING ALLOWED?
GDPR

Art. 6 - Consent for processing must be obtained. Unless processing is necessary for:-

The performance of a contract to which the data subject is party or in order to take steps at the request of the data 
subject prior to entering into a contract 

Compliance with a legal obligation to which the Controller is subject

In order to protect the vital interests of the data subject or another natural person

The performance of a task carried out in the public interest or in the exercise of official authority vested in the 
controller

The purposes of the legitimate interests pursued by the Controller or by a third party, except where such interests 
are overridden by the interests or fundamental rights and freedoms of the data subject
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WHAT IS A ‘BREACH’?
GDPR

‘personal data breach’ means a breach of security leading to the accidental or unlawful destruction, loss, alteration, 
unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise processed

Name, date of birth, family details (including children), medical records and other possibly sensitive information. Duty to 
protect, whether transmitting, storing or processing

Duty to notify the supervisory authority in the event of breach within 72 hours or “without delay”

Have you been “hacked”?
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“BY DESIGN AND BY DEFAULT”
GDPR

“the Controller shall implement appropriate technical and organisational measures for ensuring that, by default, only personal 
data which are necessary for each specific purpose of the processing are processed. That obligation applies to:

the amount of personal data collected

the extent of their processing

the period of their storage; and

their accessibility

In particular such measures shall ensure that by default personal data are not made accessible without the individual’s 
intervention to an indefinite number of natural persons.”
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WHAT MUST YOU DO TO COMPLY?
GDPR

1. Data audit:-
- What personal data do you hold and what for (especially with regard to “sensitive” data)
- Document findings and decisions

2. Draft or amend policies and procedures
- To deal with any breach, including reporting it without delay/within 72 hours
- When and how to conduct privacy impact assessment
- Record-keeping

3. Inform individuals about processing
- Check and update existing draft notification forms or draft new ones

4. Amend or put contracts in place with data processors

5. Appoint a data protection officer?
- Do you need to? May choose to do so voluntarily, given the increased risks involved.

Δημόσια Αρχή Προσωπικών Δεδομένων – lists

Certification? 
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IN A ‘NUTSHELL’ 
CYBER RISK MANAGEMENT

IMO Resolution MSC.428(98) on Maritime Cyber Risk Management in Safety Management Systems – 16 June 2017

The Guidelines on Cyber Security Onboard Ships produced and supported by BIMCO, CLIA, ICS, INTERCARGO, 
INTERTANKO, OCIMF and IUMI – (2nd edition, June 2017, based on the US National Institute of Standards and 
Technology’s Framework for Improving Critical Infrastructure Cybersecurity (the NIST Framework)

IMO Guidelines on Maritime Cyber Risk Management – 5 July 2017

UK Code of Practice – Cyber Security for Ships – 13 September 2017
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THE RISKS
CYBER RISK MANAGEMENT

Cyber security – an integral part of safety management. Consider what would happen if:-

Corruption of chart data on ECDIS

Loss of or manipulation of external sensor data such as GPS

Depending on vessel’s automation, what would happen if engines or other vital equipment were disabled, whether due to 
accident/failure or criminal activity

Cyber risk specific to each company

Motives:-

Hacktivism (including disgruntled employees)

Criminal activity 

Opportunism

Terrorism/espionage
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THE STEPS
CYBER RISK MANAGEMENT

A risk management exercise – it means “the process of identifying, analysing, assessing and communicating a cyber-related 
risk and accepting, avoiding, transferring, or mitigating it to an acceptable level, considering costs and benefits of actions 
taken to stakeholders” (IMO Guidelines, 5 July 2017)

Identify the risks and vulnerabilities of systems, assets, data and capabilities. Also define personnel roles and responsibilities

Protect against a cyber-event and ensure continuity of shipping operations

Detect cyber incidents in a timely manner. Develop and implement systems for this

Develop and implement activities and plans to respond to an incident and recover and restore your systems to resume 
operations

Recover – back up and restore

Incorporate all in your SMS
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WHAT’S THE POINT?
CYBER RISK MANAGEMENT

An operational rather than an IT issue. Systems to be checked:-

Cargo management systems

Bridge systems

Propulsion and machinery management and power control systems

Access control systems

Administrative and crew welfare systems

Communication systems

Ship to shore interface

Are you seaworthy?
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CHECK YOUR CONTRACTS
CYBER RISK MANAGEMENT

Insurance – covered or not?

Hull – do you have a “coverage gap”?

P&I

Other (cyber risks insurance – what does it mean)?

First response
Business interruption
Coverage gap

Applicable warranties?

Charterparties

Other suppliers?
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AND CYBER RISKS MANAGEMENT
GDPR
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