
Hacking Ships



Team of >60 who test ship security @pentestpartners

Several ex-ships crew on the team

Known for red teaming (CBEST), car testing, IoT, ATMs 
and full-spectrum pen testing



So what?

Do you have any control over the smart 
devices your crews bring on board?

How secure are the wireless networks on 
board your vessels?

Have you checked the separation of your on-board networks?
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Hacking
Ship
Satcoms



Finding vulnerable ships

Most ships now 
permanently connected to 
the internet

Shodan does it for you:

‘title:sailor 900’

‘Inmarsat Solutions’

‘Telenor Satellite’

‘ssl:commbox.com’



Let’s go one better: a real time vulnerable ship satcom tracker
By collating vulnerable 
satcom unit data with live AIS 
data…

…we can geo-locate 
vulnerable ships in real time

Here we have a vessel with a 
very outdated satcom unit 
that is likely to be highly 
vulnerable to attack

This is all open source data, 
all we have done is link it up



The most common satcom password

Recent improvement



Hardware Hacking



Satcom terminal hardware

Unsigned firmware, so hacker can roll back the
code and introduce vulnerabilities

Telnet & HTTP logins

Privilege escalation, so any user can execute
admin commands

All mitigated by changing the admin password!



Phishing Ships



Important: KVH not at fault here – vessel operator has not updated terminal software in years!



Important security updates are often ‘hidden’ in changelogs, so the 
operator doesn’t realise

“New functions in the Cable calibration. Appendix II

Reset of event list in Diagnostic report.

Event log reset without deleting config. Appendix. III

Bearings/friction test for all axis

General improvements of security for "admin" account.

New ‘Local Admin’ activation.”
Login bypass!

Why don’t operators update terminal software?



It won’t happen to me…



Why would a hacker attack my ships?

Surely it’s easier to steal from a bank 
or other business?

The worst public security incidents 
aren’t from hackers… yet

Maersk wasn’t hacked

Collateral damage, kids & ransomware



Crashing ships.
Blocking the
English Channel



ECDIS

Found: remote code execution, Window NT & XP, dir traversal, offset injection…



A popular WECDIS, used by many navies:

A popular commercial ECDIS



Unprotected SSH & 
HTTP interfaces

Reconfigure ECDIS

‘Move’  GPS sensor 
location



ECDIS can be used to 
populate AIS broadcast

Or just hack the AIS 
transponder

Reconfigure the ECDIS 
and ‘grow’ the ship to 
1km square

Now block the English 
Channel?
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Crashing ships
Method 2



Serial hacking
Ballast/trim control, propulsion, 
steering, dynamic positioning etc

Routing of serial traffic is often over 
ethernet networks

Numerous devices offer I/O for 
serial and ethernet, creating 
‘bridges’ that the hacker can 
exploit



Intercept and modify GPS data on 
the ship network

‘Man in the Middle’ attack: 
undetectable, unlike GPS jamming 
or spoofing

ECDIS/synth radar
Serial

Serial

Ethernet

Ethernet



Hijacking the autopilot:

$GPAPA,A,A,0.10,R,N,V,V,011,M,DEST,011,M*82

Steering command for autopilot in ‘track control’ mode

Change R for L, amend 2 byte XOR checksum and rudder goes the wrong way!

Manual control…. Right…



Sinking
container
Ships:
EDIFACT



Manipulating load messages



An EDIFACT cookbook for reefers
HAN+ACC:HANDLING:306′

HAN+NOR:HANDLING:306′

HAN+OSC:HANDLING:306′

HAN+OPD:HANDLING:306′

HAN+ODO:HANDLING:306′

HAN+KDR:HANDLING:306′

Similar techniques could be used to 
disguise illegal shipments of arms & 

narcotics, or stealing containers

A recipe for prawn espresso:



IFTFCC also contains interesting information for 
the hacker

Segment 0470:

FII: Financial Institution Information 

‘Bank and account numbers’

This should be cross checked with the Bill of 
Lading before payment, but are you certain this 
is done?

Stealing money using EDIFACT



Stealing containers? Read the legal case involving Glencore and MSC 
from 2017: ~$1M of Cobalt stolen; two 
containers disappeared from a terminal

Case revolved around PIN codes given to truck 
driver. An inside job?

What if you could misroute containers by 
manipulating EDIFACT? LOC messaging is one 
way

Manipulate LOC segments of MOVINS, COPARN, 
COARRI, CODECO messages etc



But the Blockchain solves all this, right?



Blockchain is the solution?Maybe…

…or maybe it just creates new 
security problems to solve

Private Key = Wallet

…protected by a password

Miner issues:

51% problem

Ledger disc storage problem

Bandwidth problem on ship

Numerous crypto algorithms have been broken over 
the years: RC4, MD5, SHA-1

What happens if processing power in future allows 
Blockchain collisions to be found?



Other insecure maritime communication protocols

AIS

Navtex

Echo sounder

Log data

BNWAS

Synthetic radar

GPS

DP



Tactical Advice



Tactical advice

REALLY BASIC PROBLEMS WITH SATCOMS

Check that satellite comms box isn’t on the PUBLIC internet

Check that the admin passwords are STRONG

Satcom terminal software updates

Check that Wi-Fi networks on board are segregated



Tactical advice

Check your on board networks are segregated:

Bridge, engine room, crew, Wi-Fi and business networks must be logically isolated

Secure USB ports on ship systems. If you have to update charts etc over USB, keep dedicated 
USB keys for this purpose only

Demand evidence from your maritime technology suppliers that their equipment is secure

And teach your crew about security



@thekenmunroshow

@pentestpartners

LinkedIn: Pen Test Partners

Blog: www.pentestpartners.com – full of useful advice for 
maritime systems security hardening

Start with a simple security audit of your vessel / terminal / 
systems from security experts who understand shipping

http://www.pentestpartners.com/

