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Securing Europe’s Information society Iy




CAPACITY POLICY
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Everything becomes connected < enisa
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® F u n d a m e nta I CO m p O n e nt Of SAFETY4SEA conducted ‘Share your Smart Shipping Insights’ survey during Q4 2016 and assessed how maritime

stakeholders have realized the current and future smart shipping challenges and have established the nature of ECDIS
E u ro p e a n a n d n a t i O n a I C r i ti C a | & e-Navigation, Cyber Safety/Cyber Security, Autonomous Shipping and Future Trends within shipping.
I f t t Top 5 Smart Shipping Challenges m
NnTrastructures '

e Passed through a significant
transformation from proprietary,
isolated systems to open
architectures and standard

E-No n
31.1% 9.2%
i
technologies

« Advanced data collection and e (L e

processing

e Statistics and remote control

Autonomous Shipping

A reality for shipping

* Convergence and interconnection [ e ———
with devices and services =

Fire / Explosion

e  More functionalities

shore Activiies ~ Naval
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http://www.safety4sea.com/smart-shipping-survey-findings/
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What could possibly go wrong? & oo

*

* *

Shipping industry vulnerable to
cyber attacks and GPS jamming

. Dy ’ National Protection and Programs Directorate
\:l;s:e?dr;h]a::blé‘gll;?:i:'\;irzram N Honle.la}ld Office of Cyber and Infrastructure Analysis (OCIA)
' ’ R Securlt}"‘ Critical Infrastructure Security and Resilience Note

I cnBC

CONSEQUENCES TO SEAPORT OPERATIONS
The shipping industry is increasingly at risk from cybersecurity attacks FROM MALICIOUS CYBER ACTIVITY

and a gap in insurance policies is leaving them vulnerable, industry March 3, 2016; 1300 EST

experts have told CNBC.
PREPARED BY: OPERATIONAL ANALYSIS DIVISION

Cybersecurity has come into focus
become more capable. Meanwhile,
electronic devices to operate.

Home News Columns Management Physical Cyber

"This includes software to run the e
systems, automatic identification sy
systems (GPS) and electronic chart

(ECDIS)," explained Matthew Montg | Cyber Security News ‘ | Security Newswire ‘ | Ports: Sea, Land, & Air ‘
international law firm Holman Fenw

Home » Maritime Companies Warned of Cyber Attacks

"The added incentive for a hacker it Maritime COmpanies WarnEd Of Cyber AttaCkS

high value assets and the movemer

Ships are already under cyber attack

Tue 18 Apr 2017 by Martyn Wingrove



Securing transport in Europe * episa

PRIVATE AND

ENISA efforts:
o 'E jo e Understand threats and
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EU/national governments
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Local governments
Municipalities

Regulators

https://www.enisa.europa.eu/smartinfra



Cyber security aspects in the & o
maritime sector

 Low awareness and focus on maritime cyber security

e Complexity of the maritime ICT environment
including SCADA and emerging loT usage

* Fragmented maritime governance context
* No holistic approach to maritime cyber risks

* Overall lack of direct economic incentives to
implement good cyber security in maritime sector

https://www.enisa.europa.eu/water



Increasing attack surface g

* Positioning systems

e Electronic Chart Display and Information System (ECDIS)
* Engine Control and monitoring systems

e Global Maritime Distress and Safety System (GMDSS)

e Automatic Identification System (AIS)

e Maritime ICS SCADA .-
- Alarms and safety o# secee
- Bridge Systems ¢

- Passenger Servicing & Mgt.
- Passenger - facing Networks
- Cargo Management System
- Etc...



ENHANCING THE
SECURITY OF ICS
SCADA IN EUROPE

Securing ICS/SCADA
components in
maritime

INDUSTRIAL
CONTROL
SYSTEMS

SUPERVISORY CONTROL AND DATA ACQUISITION



Cybersecurity for ICS SCADA 7 enisa

** 2 *
Protecting Industrial
Control Systems. Window of
Recommendations for exposure... a
Europe and Member real problem Certification
States for SCADA of Cylc?er .
ICS Security Systems? of CS/SCADA
FuroSCSIE Stakeholder Can we learn Good Practices for orofessionals
from SCADA an EU ICS Testing g
Group security Coordination
incidents? Capability

< x N
Information q 4 Support * Lessons q Good practices
Sharing Policy Making Laarnt on Testing

@5 6 6566650

https://www.enisa.europa.eu/scada
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SCADA Threats Rt

Advanced
Persistent
Threats (APTs)
Malware
@ (Virus, Trojan,
Data / Sensitive Worms)

information leakage @

A\ &
penal of Service Qg
>0
g

9 <

Exploit Kits
and rootkits

. Insider Threat
Eavgsdroppmg, (Internal employee
(MitM, SCADA incidents)

communication hijacking)

@ 0 Communication @ o

systems (network)
outage

>0

Likelihood: @ Low Medium @ Very high
Impact: o Medium /High High OHigh/Crucial 0Crucia|
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Attacks scenarios and PoCs ¥ enisa

* Against the administration
systems of SCADA

* Against actuators v

e Against the network link
between sensors/actuators
and HMI or controller

* Against sensors
e Against the information )

transiting the network Insider threat
e Compromised ICT

components as backdoors

* Exploit Protocol
vulnerabilities

e Against Control data
historian, HMI or controllers

SCADA system
compromise

Malware
infection

o

https://www.enisa.europa.eu/scada _



SCADA Good Practices

Security in the SCADA network guidelines

Security by Design

Software updates

Defense-in-depth

Secure network communications

Physical Security

GOOD PRACTICES DESCRIPTION

1. External conmnections: Strict limitations and authority
control are needed for it.

RELATED ATTACK

Unauthorized physical
access, deliberate
damage

‘COMPLEXITY

Technical: implement and use only the
external network connections needed.

2. Reinfi i rity sy hardening of the hosts,
networks and DMZ interconnections.

Unauthorized access,
malicious code, network
outage cascade effect

Technical: Reinforce the security for the
internal network by using DMZs
[network separation).

3. Use of Virtual Private Networks: Enhancing security of
remote communications by uwsing VPNs to establish
communications.

Eavesdropping,
information theft.

Technical: design and implement
security measures in the VPN,

4, Simplify the i 1 e Mini ion of access path
to the internal network and improve the monitoring.

Unauthorized access,
information theft,
malicious code.

Technical: simplify and monitoring the
network.

5. Situational awareness: Regular vulnerability and
pentesting inspections allow the detection of issues and allow

Attack in Control Centre
System, Data Theft,

Economical: cost of implementing

. . an evaluation of the current security level of the system and | Authentication HIGH periodical inspections of.the SCADA
R systems and the related infrastructure.
Ireiess networ |ng network. exploiting.
6. Implement Security Control: Developing control and . Technical: develop and implement
monitoring methods to cope with any contingencies in the Rpaniozedlaceessy control and monitoring methods to cope
information theft, HIGH

Staff and Top management awareness

Asset Management

Third-parties

SCADA equipment such as intrusion detection software
antivirus software and file integrity checking software.

malicious code.

with any contingencies in the SCADA
equipment.

7. Network Segmentation: Using segmentation of security
zone within the SCADA network and using distributed firewall
within the SCADA environment to protect the end devices.

Unauthorized access,
malicious code, cascade
effect.

Technical: design and implement
network segregation. Carry out tests in
order to verify connections.

Governance and Compliance

. Malware protection

https://www.enisa.europa.eu/scada _



What you can do from today: .

e Consider the cybersecurity impact on safety

* Include cyber security in your governance model in
order to define liabilities

* Ensure you consider cyber security in all stages of the
life cycle of products and services

* Consider network connectivity and
interdependencies and cascading effects

e Start reusing existing good practices from other
sectors, for example for SCADA

16



The road ahead

Network and Information

Security Directive

O

Mational NIS Strategies

Incident
Reporting

Security
Requirements

©

Cooperation
Group

CSIRTs
Metwork
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The Network and Information Security Directive R
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Operators of Essential Services in the ¥ enisa

context of the NIS Directive for water
transport

* Inland, sea and coastal passenger and freight water transport
companies (Annex | to Regulation (EC) No 725/2004)

 Managing bodies of ports (point (1) of Article 3 of Directive
2005/65/EC), including their port facilities (point (11) of Article
2 of Regulation (EC) No 725/2004), and entities operating
works and equipment contained within ports.

* Operators of vessel traffic services (point (o) of Article 3 of
Directive 2002/59/EC)
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NISD Timeline

Date
August 2016
February 2017

August 2017

February 2018
May 2018

November 2018

May 2019

May 2021

entry into force + ...

6 months

12 months

18 months
21 months
27 months

33 months
(i.e. 1 year after
transposition)

57 months
(i.e. 3 years after
transposition)

Milestone
Entry into force

Cooperation Group begins tasks

Adoption of implementing on security and
notification requirements for DSPs

Cooperation
programme

Group establishes work

Transposition into national law

Member States to identify operators of
essential services

Commission report assessing the consistency
of Member States' identification of operators
of essential services

Commission review of the functioning of the
Directive, with a particular focus on strategic
and operational cooperation, as well as the
scope in relation to operators of essential
services and digital service providers

20
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NISD, a great opportunity for you to ¥ enisa
impact cyber security in Europe

Current open surveys on:
* Incident reporting
* Security requirements

* Dependencies of Operators of Essential Services (OES) on
Digital Services Providers (DSPs)

If you are a potential OES and you are interested to contribute,
just contact me.
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Goals :*en}sa

01

02

03

04

05

Raise the level of awareness on Infrastructure security in Europe

Support Private and Public Sector with focused studies and tools

Facilitate information exchange and collaboration

Foster the growth of communication networks and industry

Enable higher level of security for Europe’s Infrastructures
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Thank you,

Rossella Mattioli

) d resilience@enisa.europa.eu

@ https://www.enisa.europa.eu/



https://www.facebook.com/ENISAEUAGENCY
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https://www.linkedin.com/company/european-network-and-information-security-agency-enisa-
https://www.linkedin.com/company/european-network-and-information-security-agency-enisa-
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