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Securing Europe’s Information society
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Positioning ENISA activities

POLICY
 Support MS & COM in 

Policy implementation
 Harmonisation across EU

CAPACITY    
 Hands on activities  

EXPERTISE
 Recommendations
 Independent Advice
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FinanceTransport

Secure Infrastructure and Services

eHealth and Smart 
Hospitals

Communication networks: Critical Information 
Infrastructure and Internet Infrastructure

https://www.enisa.europa.eu/topics



Securing Europe’s 
transport 
infrastructure



6

• Fundamental component of 
European and national Critical 
Infrastructures

• Passed through a significant 
transformation from proprietary, 
isolated systems to open 
architectures and standard 
technologies 

• Advanced data collection and 
processing 

• Statistics and remote control

• Convergence and interconnection 
with devices and services

• More functionalities 

Everything becomes connected

http://www.safety4sea.com/smart-shipping-survey-findings/
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What could possibly go wrong? 



8

ENISA efforts:

• Understand threats and 
assets

• Highlight security good 
practices in specific sectors

• Provide recommendations to 
enhance cyber security

• Engage with communities

Securing transport in Europe

https://www.enisa.europa.eu/smartinfra
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• Low awareness and focus on maritime cyber security

• Complexity of the maritime ICT environment 
including SCADA and emerging IoT usage

• Fragmented maritime governance context 

• No holistic approach to maritime cyber risks 

• Overall lack of direct economic incentives to 
implement good cyber security in maritime sector 

https://www.enisa.europa.eu/water

Cyber security aspects in the 
maritime sector
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• Positioning systems 

• Electronic Chart Display and Information System (ECDIS)

• Engine Control and monitoring systems 

• Global Maritime Distress and Safety System (GMDSS)

• Automatic Identification System (AIS)

• Maritime ICS SCADA 

- Alarms and safety 

- Bridge Systems 

- Passenger Servicing & Mgt.
- Passenger - facing Networks

- Cargo Management System

- Etc…

Increasing attack surface



Securing ICS/SCADA 
components in 
maritime
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Cybersecurity for ICS SCADA

https://www.enisa.europa.eu/scada

ICS Security 
Stakeholder 
Group

Protecting Industrial 
Control Systems. 
Recommendations for 
Europe and Member 
States

Can we learn 
from SCADA 
security 
incidents? 

Window of 
exposure… a 
real problem 
for SCADA 
systems?

Good Practices for 
an EU ICS Testing 
Coordination 
Capability

Certification 
of Cyber 
Security skills 
of ICS/SCADA 
professionals EuroSCSIE
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SCADA Threats
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Attacks scenarios and PoCs

1

2Insider threat

3 Malware 
infection

SCADA system 
compromise

• Against the administration 
systems of SCADA

• Against actuators 
• Against the network link 

between sensors/actuators 
and HMI or controller 

• Against sensors 
• Against the information 

transiting the network
• Compromised ICT 

components as backdoors
• Exploit Protocol 

vulnerabilities 
• Against Control data 

historian, HMI or controllers

https://www.enisa.europa.eu/scada
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• Security in the SCADA network guidelines

• Security by Design

• Software updates

• Defense-in-depth

• Secure network communications

• Physical Security

• Wireless networking

• Staff and Top management awareness

• Asset Management

• Third-parties

• Governance and Compliance

• Malware protection

SCADA Good Practices

https://www.enisa.europa.eu/scada
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• Consider the cybersecurity impact on safety

• Include cyber security in your governance model in 
order to define liabilities

• Ensure you consider cyber security in all stages of the 
life cycle of products and services

• Consider network connectivity and 
interdependencies and cascading effects

• Start reusing existing good practices from other 
sectors, for example for SCADA

What you can do from today:



The road ahead
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The Network and Information Security Directive
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• Inland, sea and coastal passenger and freight water transport 
companies (Annex I to Regulation (EC) No 725/2004)

• Managing bodies of ports (point (1) of Article 3 of Directive 
2005/65/EC), including their port facilities (point (11) of Article 
2 of Regulation (EC) No 725/2004), and entities operating 
works and equipment contained within ports.

• Operators of vessel traffic services (point (o) of Article 3 of 
Directive 2002/59/EC)

Operators of Essential Services in the 
context of the NIS Directive for water
transport
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NISD Timeline

Date entry into force + … Milestone

August 2016 - Entry into force

February 2017 6 months Cooperation Group begins tasks

August 2017 12 months
Adoption of implementing on security and
notification requirements for DSPs

February 2018 18 months
Cooperation Group establishes work
programme

May 2018 21 months Transposition into national law

November 2018 27 months
Member States to identify operators of
essential services

May 2019
33 months 
(i.e. 1 year after 
transposition)

Commission report assessing the consistency
of Member States' identification of operators
of essential services

May 2021
57 months
(i.e. 3 years after 
transposition)

Commission review of the functioning of the
Directive, with a particular focus on strategic
and operational cooperation, as well as the
scope in relation to operators of essential
services and digital service providers
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Current open surveys on:

• Incident reporting

• Security requirements 

• Dependencies of Operators of Essential Services (OES) on 
Digital Services Providers (DSPs)

If you are a potential OES and you are interested to contribute, 
just contact me.

NISD, a great opportunity for you to 
impact cyber security in Europe
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Goals

01 Raise the level of awareness on Infrastructure security in Europe

02 Support Private and Public Sector with focused studies and tools

03 Facilitate information exchange and collaboration

04 Foster the growth of communication networks and industry

05 Enable higher level of security for Europe’s Infrastructures



Thank you,

Rossella Mattioli 

resilience@enisa.europa.eu

https://www.enisa.europa.eu/

https://www.facebook.com/ENISAEUAGENCY
https://www.facebook.com/ENISAEUAGENCY
https://www.linkedin.com/company/european-network-and-information-security-agency-enisa-
https://www.linkedin.com/company/european-network-and-information-security-agency-enisa-
https://twitter.com/enisa_eu
https://twitter.com/enisa_eu

