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INTRODUCTION

With over 500 lawyers working across Asia, Australia, the Middle East, Europe and the Americas, we provide a global and seamless
service 24 hours a day. We are dynamic, entrepreneurial and leaders in our specialist areas. We are unapologetically, true sector
experts. Clients come to us because of our deep industry expertise, and our ability to talk their language. We think about the commercial
solution first, and then underpin our advice with a solid foundation of legal expertise.



MATTHEW MONTGOMERY, SENIOR ASSOCIATE

§ Matthew is a solicitor who works in the Admiralty team, part of the firm’s shipping
department. He qualified as a solicitor in September 2009 and has been with HFW
since November 2011.

§ Matthew has a broad practice and advises on a wide range of legal issues. Having
completed a diploma in marine casualty investigation, he has particular expertise in the
investigation and handling of claims arising out of marine casualties. In this regard, he
acts for shipowners, charterers, P&I clubs and marine underwriters in cases involving
groundings, collisions, salvage and towage including the contractual disputes which
arise from casualties such as issues of unseaworthiness, unsafe port claims and
general average. Since qualifying as a solicitor, Matthew has spent time on secondment
at two International Group P&I Clubs.

§ Matthew also advises on offshore matters and is part of our growing decommissioning
team with a particular interest in the regulatory aspects. He is also developing an
expertise in cyber security and regularly writes articles and speaks on the subject.

§ Matthew is qualified in England and Wales.
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TOPICS

1. Maritime Guidelines and unseaworthiness

2. Legal Landscape - GDPR

3. Legal issues



MARITIME GUIDELINES

IMO

§ Approved Guidelines on Maritime Cyber Risk Management 

§ High level recommendations on cyber risk threats and vulnerabilities 

§ Resolution 428 (98) – address cyber risks no later than first annual 

verification of the company's DOC after 1 January 2021

§ First certification issued to “TRAMMO DIETLIN” in 2017



MARITIME GUIDELINES

CONTRACT OF CARRIAGE – LIABILITY

Unseaworthiness

§ SMS will need to include provision for cyber risks

§ Judged against industry guidance and ‘reasonable owner’

§ Failure to patch in contravention of advice?  Vessel unseaworthy - akin to a 

failure to address a manufacturers' recommendations on a particular engine 

part. 

Due Diligence

§ Owners cannot escape liability if the person to whom we delegated 

responsibility fell below the standard of a reasonable owner and so was 

negligent, even on a one-off basis. 



§ As IT and connectivity increases, legislation will follow

§ UK Government pledged GBP1.9 billion

§ National Cyber Security Centre – a wing of GCHQ

§ GDPR demands higher standards

§ Will come into force on 25 May 2018

IN CONTEXT OF CYBER SECURITY
GDPR



§ Harmonise data protection across member states and throughout EU

§ Increase rights of individuals

§ “Right to be forgotten”

§ Catches data controllers and processors outside the EU

INTENTION
GDPR



§ Companies to consider what new obligations under the GDPR will apply to them  

§ Organisations need to identify their risk profile at the outset of any GDPR compliance programme

§ If you store personal data, consider the legitimate grounds for this retention

§ Are existing contractual documents adequate?

§ Companies should be setting up compliance programme

ACTION NEEDED
GDPR



BREACH
GDPR

§ Fines regime should be “effective, proportionate and dissuasive”

§ Fines of up to 4% of annual worldwide turnover or EUR 20 million

§ Size of fines available exceeds anything that currently exists within the data protection laws

§ Companies to put policies and procedures in place so they can respond to a breach quickly

§ Must notify competent supervisory authority within 72 hours



LEGAL ISSUES IN CYBER EXTORTION



CYBER EXTORTION

§ Ransomware

§ Cyber Extortion

§ Bitcoins v Cash

§ Local law

§ Money laundering 

§ Proscribed / designated / sanctioned / terrorism 
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LEGALITY OF RANSOM
CYBER EXTORTION

§ Legality of payment of ransom

§ Masefield AG v Amlin Corporate Member Ltd [2010 & 2011]

• Not unlawful

• Not against public policy

• Only way to remove people from harm's way
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CYBER EXTORTION

§ Terrorism Act 2000  s.15 to 18

§ Influence a government / international governmental organisation

§ Intimidate the public; and

§ The use or threat is made for the purpose of advancing a cause that is: 

§ Political 

§ Religious

§ Racial 

§ Ideological  

§ The action must involve serious violence / damage 



LEGAL ISSUES IN CYBER FRAUD
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CYBER FRAUD 

§ Cyber fraud

§ Social engineering fraud

§ Phishing

§ Identity fraud

§ Fraudulently induced into remitting funds to a third party criminal 

§ What do you do?
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OPTIONS
CYBER FRAUD 

§ Act fast!

§ Have your bank immediately contact the receiving bank, placing them on notice

§ Contact your bank’s Account Manager 

§ Contact your bank’s internal fraud services department 

§ Court options: 

§ Consider jurisdiction(s)

§ Freezing Order

§ Production Order  



SUMMARY & CONCLUSION

§ GDPR and the developing legal landscape is changing things

§ Still time to ensure that you are GDPR compliant before May 2018

§ Seek legal advice on payment of a ransom demand

§ Educate workforce on cyber fraud and be ready to act quickly

§ Ensure you continue to monitor legal developments in this area 
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