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But. ..greater digitalisation also means more cyber attack surfaces



Ship systems that can and are being hacked
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Maritime Cyber Threatscape:  
Dynamic, evolving and expanding .

A vast Criminal playground… and CISOs and CSOs are vulnerable

Presenter
Presentation Notes
Ports have many communities of Interest and all have legacy systems  and are implementing digital systems- Port  and terminal Management - VMS and VTS- Logistics  storage, Rail and Truck transport- Pallet and crane systems- Ship owners and Port agencies - Perimeter Security,  and Access control- Customs, police- Health  and safety- Fuel Water, Waste disposal, Visiting technical equipment and Food suppliersCOSTS of NO actionMaersk and COSCO examplesDisruption of Activity – Delays Loss of Intellectual propertyLoss of personal data, customer listsFinancial lossFines
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Why Ships and Port systems can, and are being hacked

How well do you understand your risks?

Lack of intrusion 
detection

Lack of cyber security
and safety policies

Lack of access-control to 
computers and networks

Networks 
not segregated

Low quality hardware used 
to construct networks

Obsolete operating
systems

Unpatched Legacy 
systems

Old Industrial Processors with no 
protection connected to networks

Lack of cyber security
awareness Training

Old hardware with little protection 
connected to newer systems 



Now there are consequences 
As from May 2018 - Regulatory Status 

EU GDPR
•Personal data 
and Privacy 
Protection

EU NIS
•Network Security 
Protection

ISM
•Ship Operations 
Safety & Quality 
Standard

ISPS
•Port Facilities 
Security Code

These are all rules and standards to assign responsibility to Managers and Beneficial Owners, 
for the protection of  their infrastructure, and the privacy of personal information, from cyber attacks. 

Fines can be as high as 4% each of Annual turnover for GDPR and NIS.

Presenter
Presentation Notes
GDPRThe General Data Protection Regulation (GDPR) (Regulation (EU) 2016/679) is a regulation by which the European Parliament, the Council of the European Union and the European Commission intend to strengthen and unify data protection for all individuals within the European Union (EU). It also addresses the export of personal data outside the EU. The GDPR aims primarily to give control back to citizens and residents over their personal data and to simplify the regulatory environment for international business by unifying the regulation within the EU.[1] When the GDPR takes effect, it will replace the data protection directive (officially Directive 95/46/EC)[2] of 1995. The regulation was adopted on 27 April 2016. It becomes enforceable from 25 May 2018 after a two-year transition period and, unlike a directive, it does not require national governments to pass any enabling legislation, and is thus directly binding and applicable.Notes on GDPRIn May 2018 new EU and UK regulations come into force known as the European General Data Protection Regulation 2016 (GDPR) and incorporated in the United Kingdom Data Protection Bill 2017 an update of the Data Protection Act of 1998. These regulations concern the handling and storage of personal information held by an organisation or Company. The EU regulation applies whether an organisation is located inside, or outside of the EU and it is very likely to be impacted by the GDPR. Companies need to take appropriate action or risk heavy fines. Non-compliance fees are significant and have two tiers. For breaches of key GDPR provisions, fines will be up to 4% of annual global turnover or €20m whichever is the greater. For less severe breaches, such as procedural infringements, the fines will be up to €10m or 2%. The following rights of data subjects needs to be communicated to people on whom the Company holds personal data (in addition to other information, such as e.g. the identity and contact details of the controller, the purposes of the processing, the period for which the personal data are stored, the existence (if applicable) of automated decision-making, etc.) at the time of collecting the personal data: Right of Access. Individuals have the right to obtain from the company, confirmation as to whether or not personal data concerning them is being processed, and where that is the case, access to that personal data. Right to Rectification. Individuals have the right to obtain from the company the rectification of inaccurate personal data and the right to provide additional personal data to complete any incomplete personal data. Right to Erasure (“Right to be Forgotten”). In certain cases, individuals have the right to obtain from the company the erasure of their personal data. Right to Restriction of Processing. Individuals have the right to obtain from the company restriction of processing, applicable for a certain period and/or for certain situations. Right to Data Portability. Individuals have the right to receive from the company in a structured format, their personal data and they have the right to (let) transmit such personal data to another controller. Right to Object. In certain cases, individuals have the right to object to processing of their personal data, including with regards to profiling. They have the right to object at further processing of their personal data in so far as they have been collected for direct marketing purposes. Right to be Not Subject to Automated Individual Decision-Making. Individuals have the right to not be subject to a decision based solely on automated processing. Right to Filing Complaints. Individuals have the right to file complaints about a companies processing of their personal data with the relevant data protection authorities. Right to Compensation of Damages. In case applicable legislation has been breached on processing of personal data, individuals have the right to claim damages from the company for any damages such breach may have caused with them. You personally need to be informed what information about you is held and to what purposes it can be applied. You need to be aware that such information is securely held and will not be used for any other purpose than those indicated below. You need to give your approval for such information to be held and used in the manner outlined below. At any time you can ask the company to provide details of any data held on you and can amend or remove any details from a companies records, should you so wish. NIS Directive The NIS Directive adopts a multi layered approach by placing obligations on all stakeholders across the industry in member states, authorities and companies themselves. ► Establish a national N&I Strategy and regulatory measures to achieve network security. ► Establish a competent authority to monitor the application of NIS Directive in their territory and across member states. ►  The competent authorities in each member state are to be given authority to investigate cases of non compliance of Financial Services organizations with the NIS Directive. Financial Services organizations may undergo security audits. ►  The European Commission and National Crime Agencies (NCAs) to cooperate and coordinate against risks and incidents affecting network and information systems. ► Security obligations imposes a minimum level of security for digital technologies, networks and services. ► Reporting obligations makes it compulsory to report significant cyber incidents to national regulators. ISM The Purpose of the International Safety Management Code  is to provide an international standard for the safe management and operation of ships and for pollution prevention. The Code establishes safety-management objectives and requires a safety management system (SMS) to be established by "the Company", which is defined as the ship owner or any person, such as the manager or bareboat  charterer, who has assumed responsibility for operating the ship. ISPSThe International Ship and Port Facility Security (ISPS) Code is an amendment to the Safety of Life at Sea (SOLAS) Convention (1974/1988) on minimum security arrangements (Including Cyber)  for ships, ports and government agencies. Having come into force in 2004, it prescribes responsibilities to governments, shipping companies, shipboard personnel, and port/facility personnel to "detect security threats and take preventative measures against security incidents affecting ships or port facilities used in international trade. 
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Overcoming disincentives to report crime 
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We need a culture change to break the established cycle and build trust

Presenter
Presentation Notes
Loss of Reputation and Curtomer Trust The average  time between being infected and detection of the intrusion it is 225 days. The Cost of cyber crime annually now estimated  at 51 Billion Euros.There is still a reluctance to report crime for all these reasons….You did not do your job – Concerns over:�Few to trust�Limited military, National Government, NGO feedback/supportCompany reputation Fines ( NIS and GDPR  4% of Annual Turnover)Operational delays and CostsLack of understanding of risks of not reporting crimeWe are building trust and confidence, with annonymous reporting facilities to capture and geo-locate all crime, from trusted sources and CSOs. This make the understanding of trends and working on mitigation so much easier 
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Maritime Cyber Alliance - incident reporting

Iceland: ID and Data split,  end-to-end encrypted with original data destroyed  

Alerts

Anonymous 
reports

News &
Assistance

Check 
my Files

Presenter
Presentation Notes
What the Maritime Cyber Alliance does. Tools to have better domain awareness and assist overworked CSO and CISO to get board attention – provide incident statistics as evidence to support bigger budgets  
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Who supports to fight back ?   

We mobilise…

Access and contact with 60 Industry bodies to join….. 

Marine Industry Shipping Ports and Managers
Insurers P&I, H&M and Reinsurers
Flag And Regulators National and open Registries
Class Societies and Trade Associations
Industrialists MFg. Shipyards and SP’s
Training  Cadet schools
Crew Agencies and training institutions
Etc.

Don’t be the next isolated victim… help us fight back

Flag State & Instutions P&I and insurer Classification Societies Industry Military & NGO
IMO North P&I DNV-GL BIMCO EUNAVFOR
Marshal Islands American American Bureau of Shipping Airbus Defence and Space NATO
Panama Swedish Club Indian Registry International Chamber of shipping UKMTO
Liberia UK P&I Bureau Veritas Intertanko (Tanker Owners) CMF
Hong Kong Skuld China Classification Society Intercargo Idry Cargo) MDAT-GoG
Singapore Steamship Mutual Korean Registry OCIMF ( oil Majors) ReCAAP
Malta Gard Lloyds Register Nautical Istitute IMB
Bahamas London P&I Class NK IPTA MARLO
Greece West of England Polish Register Intermanager US Coast Guard
Cyprus Ship Owners RINA CLIA Interporl
IALA The Standard Russian Maritime Register World Shipping Council Int. Fusion Center Singapore

Japan P&I IACS Nautilus MACN
Britannia IFSMA PYA
Munich Re CIRM
IGPANDI FONASBA

Presenter
Presentation Notes
Even among commercial competitors. We need to share crime information.Please contact CSO Alliance and Join the Maritime Cyber Alliance.



A Strong, innovative and customer focused portfolio.

• A400M
• A330 Multi-Role Tanker 

Transport
• Special Mission Aircraft
• Combat Aircraft
• Full In-Service Support

May 2018
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• Telecommunication Satellites

• Earth Observation Satellites

• Navigation Satellites

• Orbital and Space 
Exploration Infrastructure

• Science Missions

• Launchers (ArianeGroup)

• Intelligence

• CyberSecurity – full range

• Security Solutions

• Secure Communications

• Secure Land and Sea 
Communications

• Future Applications

• UAS and UAV solutions for 
airborne intelligence, 
surveillance and 
reconnaissance, and combat 
missions

Military Aircraft Space Systems Unmanned Aerial Systems
Communications, Intelligence 

& Security

Security Solutions designs, cyber defences, Monitoring and tracking, Environmental
protection, Coastal surveillance develop and implement integrated systems, 
including platforms and services for border security, coastal surveillance, 

maritime safety and protection of critical infrastructure.
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We fuse data and 
can integrate it all



OCEAN Finder – Locate your ship
If Your ship is taken – potentialy due to a hacked route-plan….

Two offers for Maritime Domain Awareness
ON-SITE MARITIME CENTER

 Airbus DS provides you a white label of the service platform and 
possibly some training, you do-it-yourself

 You define and implement the tasking strategy and carry out the 
photointerpretation to process monitoring on your own end

AIRBUS SERVICE 

 Airbus DS operates the service on your behalf (constellation 
tasking, photointerpretation, etc) 

 You have access to the service interface or to reports you can
ingest in your own interface, for ready-to-use information

Try it now – as a Pilot user – available mid October 2018.



Thank You
Call me later if you would like a demo.
Tel +32496300066
www.CSOalliance.com

Tonga Islands, Pléiades
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