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1. CYBER RESILIENCE IN MARITIME



CYBER RESILIENCE IN THE MARITIME SECTOR

• The maritime industry is the foundation for the efficient 
functioning of all aspects of modern society and it is wide 
open to disruptive cyber-attacks. 

• The maritime sector has significantly increased its reliance 
on digital, connected technologies in recent decades. 

• The adoption of new technology brings unanticipated risks. 
Like all risk, cyber risk is dynamic—being discovered and 
changing over time; and like all risk, it can be assessed and 
managed. 



CYBER RESILIENCE IN THE MARITIME SECTOR
• The global nature of the Maritime industry makes it difficult to implement solid cyber defenses.

• A large typical container shipping line
• Maintains offices spread across 150 different countries.
• Owns, and hence controls, half of these offices,
• The other half, rely upon the services of local agents.
• Thus access to key backend systems is shared with a large number of local agents who have 

their own IT infrastructure and unknown defenses.

• Additionally, the shipping line may be operating
• A fleet of 300 vessels owning 150.
• The other 150 vessels are chartered from a wide range of vessel-owning companies for 

short- or medium-term duration. 
• Even for the vessels the shipping line owns, cybersecurity on vessels tend to be an issue.
• The IT department located at headquarters tends to be in charge of land-based IT systems.
• Vessel-based IT systems fall under the purview of the marine technical department with very 

limited IT background knowledge.  



CYBER RESILIENCE IN THE MARITIME SECTOR

• The shipping line 
• May not be the one fully in control over the crewing of the vessel posing social engineering 

threats on board (Vessel in Gulf of Aden).

• The Cargo movement goes through several IT Systems
• When a container is moved from point A to point B, the information related to this movement 

may pass through different systems of ports, customs offices, trucking companies, banks, 
shared-service centres, and industry information portals. 

• These entities do not share a common IT infrastructure, nor do they have any agreed cybersecurity 
standards. 

• Primarily focused on functionality rather than Cybersecurity.



CYBER RESILIENCE IN THE MARITIME SECTOR
The industry is hence characterized by companies who may have solid control 
of central parts of their own IT landscape, but have limited – or no – control 
over more “remote” parts of the landscape. These remote parts thus present 
an easy access approach to attacks directed at the central elements of the IT 
landscape. 
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IS THE THREAT GENUINE?
• Iranian shipping line IRISL - August 2011 

• The attacks damaged data related to rates, loading, cargo number, date and place
• "no-one knew where containers were, whether they had been loaded or not, which boxes were 

onboard the ships or onshore.
• Correct data was eventually restored, but the company's operations were significantly impacted: 
• the company's internal communication network was disrupted, 
• cargo was sent to the wrong destinations
• the company suffered severe financial losses in addition to losses of actual cargo. 
• A similar attack on a major international container line would have a crippling effect on the supply 

chains of thousands of international companies. 

• Several shipping lines and bunker fuel suppliers – were infiltrated with a remote access tool. 
• Email communications were monitored and subsequently communication was spoofed 
• The result was a change of bank account information pertaining to large payments.
• This type of incident is also known in other industries, but was first reported in the maritime sector in 

late 2014. 

• A widely publicized cyber-intrusion enabled a drug smuggling operation through the port of Antwerp 
where the terminal operation system had been penetrated, allowing smugglers to extract containers from 
the terminal using manipulated data. 



IS THE TRHEAD GENUINE?
The motivation of the attackers in the maritime sector appear no different than in a 
number of other industry sectors. 

• Some attacks are motivated by financial gain, though various angles.
• Stealing money from targets
• Contraband cargo

• Another type of attack is aimed at potentially infiltrating, controlling, or damaging 
critical infrastructure. 

• Other attacks aim at disrupting shipping services related to military operations. 
Commercial vessels handle approximately 95% of all military dry cargoes.



MISCONCEPTIONS ON RISKS

Misconception Reality

We’re lucky—no one wants to attack us. All systems on the Internet are probed regularly for 
vulnerabilities that may be leveraged by financially motivated 
attackers. 

We don’t have anything of interest or value to attackers. To financially motivated attackers, the value of simply using a 
compromised system (or renting it out) makes any system 
worthwhile. 

The IT department and/or internal audit handles that. Cyber risk affects the whole business—senior leadership must 
determine the acceptable level of risk and put a program in 
place to manage it. 

We’ve addressed cyber risk by putting the right security 
technologies in place. 

An effective approach to cyber risk management must 
consider the interaction of people, processes and technologies 
throughout the business. 

We would know if we were breached. In the majority of reported compromises, attackers gained 
access within minutes while defenders did not detect them for 
weeks, months or years. 
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THE THREAT LANDSCAPE

Cyber Threats

IT Systems as targets, 
intermediate steps or tools

Attacks on 
Private persons, 
Companies, Public sector, 
International 
Organizations 

Perpetrators: 
Internal, External 

Diverse attack vectors:
Workstations, servers, smartphones, Connected home, Industrial Control Systems,…

Diverse attack vectors: 
Workstations, Servers, Smartphones, Connected Home, Industrial Control Systems, ... Diverse attack vectors: 

Workstations, Servers, Smartphones, Connected Home, Industrial Control Systems, ... 



NEW VECTORS OF THREATS ARE ACCELERATING 
THE CONCERN

”Bad Actors” Targets

Yesterday • Isolated Criminals
• Script Kiddies

• Identity Theft
• Self Promotion Opportunities
• Theft of services

Today • Organised Criminals
• Nation States
• Hactivists
• Insiders

• Intellectual Property
• Financial Information
• Strategic Access



CURRENT THREATS

Payment 
Diversion and 
fake President

• As part of the scam Payment Diversion, criminals assume a false identity and try to coerce employees 
into acting on their behalf. 

• In most cases, they want money transferred to a bank account they control. 
• Some scams even employ fake companies, including fake, fully functional websites. 
• Recent months have seen an increase in cases where attackers first gained extensive internal 

knowledge from an organization (by exploiting employees or even hacking company IT systems) before 
commencing with the actual scam. 

Phishing • The practice of Phishing (or Spear Phishing) is employed by cyber criminals to obtain account 
credentials or trusted access from employees. 

• Obtained account credentials and trusted access can then be used in other cyber attacks 
• Increasingly, cyber criminals are targeting highly privileged employees - this practice is called 

Whaling. 
• Also, fraudster are imitating a hotline, asking to ‘confirm’ confidential information

Bogus Invoice • Fraudster email your business from a source purporting to be a real supplier. The email contains an 
invoice as attachment. 

• Once you open the attachment, your computer gets infected by a malware. 
• The malware logs what‘s happening on the machine and also the company‘s online banking credentials. 
• The attacker uses this information for his own illegal purposes



Ransomware • Ransomware enters an organization either when an employee runs an email attachment or when attackers 
use previously obtained (→Phishing) credentials to place the software. 

• Ransomware is distributed in the form of Cryptolockers. These relatively simple programs encrypt file 
systems with strong encryption algorithms. 

• The victim is then displayed a message to pay ransom and receive the decryption key or loose access to the 
files forever. 

• Many individuals and companies would rather pay high sums than loose their data 

APT Attack • APTs (Advanced Persistent Threats) are groups of highly competent threat actors that specifically target 
their victims. 

• If security analysts or researchers identify common traits between a known APT group and newly found 
malicious software, it is likely that the same actor has attacked another victim. 

• In contrast to other threat actors such as cryptolocker criminals, hacktivists or script kiddies, APT actors aim 
for a deeper and longer lasting (months or years) compromise of an organization. 

• Common targets of APTs are financial processes, email conversations and especially intellectual property

Rogue 
Administrator

• Threats are not exclusively external. Internal actors may also conduct fraud, sabotage systems for their 
personal gain or, as in the case of a rogue administrator, wreak havoc on critical IT systems. 

• Malicious insider acts can also be conducted by former employees. Using their privileges, former employees 
can place backdoors into the system which they can activate even after their personal user account has 
been deactivated. 

• In a worst case scenario, highly privileged insiders can not only access and sabotage production systems, 
but also their backup

CURRENT THREATS
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COMMON DEFENSE MISTAKES
Mistakes Reality

Have to achieve 100% security 100 percent security is neither feasible nor the 
appropriate goal. 

When we invest in best-in-class technical tools, we are 
safe. 

Effective cyber security is less dependent on 
technology than you think. 

Our weapons have to be better than those of our 
attackers. 

The security policy should primarily be determined by 
your goals, not those of your attackers. 

Cyber security compliance is all about effective 
monitoring. 

The ability to learn is just as important as the ability to 
monitor. 

We need to recruit the best professionals to defend 
ourselves against cybercrime. 

Cyber security is not a department, but an attitude. 



• Developing an effective program to manage 
cyber risk starts with business leaders 
becoming aware of threats to the business and 
the current state of their capabilities to 
prevent, detect and respond to those threats. 

• BIMCO’s Guidelines on Cyber Security 
Onboard Ships13 and the Center for Internet 
Security’s Critical Security Controls14 provide 
effective tools to develop this awareness of 
threats and defenses across the organization, 
from ships at sea to offices ashore. 

• From a state of awareness, business leaders 
can take an adaptive approach—shifting 
security resources over time to address the 
most relevant threats and vulnerabilities. 

BUILDING A CYBER RESILIENCE PROGRAM





CEO’s Questions

1. What are the new cybersecurity threats and risks and how do they affect our 
organization? 

2. Is my organization’s cyber security program ready to meet the challenges of 
today’s (and tomorrow’s) cyber threat landscape? 

3. What key risk indicators should I be reviewing at the executive management 
and board levels to perform effective risk management in this area? 

• Define and implement resilient business processes 
• Conduct a process vulnerability assessment (process mining) to identify 

shortcomings 
• Implement a notification system and define a reaction strategy for damage 

control 
• Train employees in discovering scams and information gathering 





• Maritime Industry best practice guidelines can improve the situation. 

• A longer-term plan can introduce global cybersecurity standards. 

• National governments in many places need to increase their awareness of the critical vulnerabilities of their 
port infrastructure systems and provide the necessary support to allow for an improvement in cybersecurity.

•
• Maritime organizations should then be encouraged to adopt voluntary guidelines using three principal tools: 

• i) Cyber risks informational campaigns directed at the maritime companies
• ii) pressure from customers who are made increasingly aware of the risk to their cargo in cases where 

maritime companies lack cyber-defenses; 
• iii) "cyber- premiums" on insurance policies

• Additionally, governments could emphasize collaboration with the IMO (IMO has issued MSC-
FAL.1/Circ.3 Guidelines on maritime cyber risk management) to fast-track the development and adoption of 
more binding cyber-standards in the future. 

• Together, these steps would bring greater cyber-resilience for the efficient functioning of the maritime industry. 

MARITIME INDUSTRY GENERAL MEASURES

http://www.imo.org/en/OurWork/Security/Guide_to_Maritime_Security/Documents/MSC-FAL.1-Circ.3%20-%20Guidelines%20On%20Maritime%20Cyber%20Risk%20Management%20(Secretariat).pdf


CONCLUSION

In all industries, but especially in the Maritime industry, no single 
organization can defend against the cyber threats on its own.
It is vital that all stakeholders of the maritime industry work together to 
understand the challenges they face. The proper protection of the 
cyberspace is though collaboration, coordination and cooperation with 
the government, with international organizations, with law enforcement, 
the military, international allies and, crucially, with business and wider 
society. 
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