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Evolving cyber challenge: risks and implications
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Maritime Cyber Resilience 



The maritime industry is not yet fully prepared

43%
Crew sailed on a 
vessel that has 
been compromised 
by a cyber incident

90%
Crew had never 
received any cyber 
security training or 
guidelines

95%
Breaches are 
caused by human 
errors



Shipping must take measures to 
become cyber resilient 
Potential risks Interruption of 

operations 

Loss of information 

Loss of reputation

Privacy impact 

No insurance cover

Financial impact 

Source: BIMCO, DNVGL, ABS



Inmarsat is 
building a 
portfolio of 

security 
services

End point 

and network

security 

Awareness 

and training 
Mitigation

Secure Core   

Consultancy 

and

compliancy
f



UTM connected 
with cyber centre

24x7 

protection 

against cyber 

threats

Managed 

from a Cyber 

Security 

Centre

Leaves crew 

to focus on 

their task

Avoids vessel 

downtime 

due to 

attacks

Service benefits to shipowners
Addressing multiple threats 

Compliancy 

with Class



Inmarsat’s UTM cyber service 
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Securing on-vessel IT network through a single 

appliance which is consolidated in the onboard 

controller, the NSD or sNSD

Stateful Inspection Firewall 

Web content filtering

Application control 

Intrusion Prevention Systems 

Gateway anti-virus

Managed and controlled from the Secure Operation 

Centre to ensure highest levels of protection

Managed UTM service 
Addressing multiple threats 



UTM
Firewall

AV
Filtering

IPS
Application

NSD

Inmarsat UTM for Fleet Xpress

LAN Traffic Network Traffic



UTM SSPC 

UTM
Firewall

AV
Filtering

IPS
Application

NSD

Inmarsat UTM for Fleet Xpress SOC

OK



Business LAN

UTM
Firewall

AV
Filtering

IPS
Application

NSD

Inmarsat UTM for Fleet Xpress SOC

Business LAN

ALARM



Business LAN

UTM
Firewall

AV
Filtering

IPS
Application

NSD

Inmarsat UTM for Fleet Xpress SOC

ALARM

Business



Crew LAN

UTM
Firewall

AV
Filtering

IPS
Application

NSD

Inmarsat UTM for Fleet Xpress SOC

Crew

ALARM



CAP LAN

UTM
Firewall

AV
Filtering

IPS
Application

NSD

Inmarsat UTM for Fleet Xpress SOC

Secondary CAP 

ALARM



UTM
Firewall

AV
Filtering

IPS
Application

NSD

Inmarsat UTM for Fleet Xpress SOC

ALARM

SMARTBOX

VAR VAS LAN



UTM
Firewall

AV
Filtering

IPS
Application

NSD

Inmarsat UTM for Fleet Xpress

Network Traffic

SOC

ALARM



> Inmarsat’s UTM offers a consolidated range of security functions in a single 
device

> The UTM is part of a Managed Security Service backed by security experts

> The managed UTM service provides perimeter security controls as the core 
component of an overall “defense in depth” security strategy

> Security event data is readily available via the Security Operations Centre 
portal

> Proactive security event management can generate alarms to report in real-
time

> The managed service has no impact on the customer bandwidth

Summary 
Inmarsat UTM for Fleet Xpress



Peter Broadhurst, SVP Safety and Security 

Thank you 
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