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Evolving cyber challenge: risks and implications
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Royal Navy under threat from cyber-attacks

Share this srticle: n v m m

That's according to a report from researchers at

the University of Lancaster who found that

maritime systems were especially susceptible to ) Students Take Control of $80 Million Superyacht
computer attacks and that ageing systems and a | Using Fake GPS Signals

Iack of training were particular barriers. 1

Security consultant Brian Honan said that all
navies, indeed all shipping companies, were
vulnerable to these threats. the report
highlights is that many ships use Windows XP or
Bl \indows Server 2003 — ons of which Microsoft

PInty of phish in the sea
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Ships Have Black Boxes—And Apparently, They're a
Cinch to Hack

Maritime Cyber Resilience
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Crew sailed on a Crew had never Breaches are
vessel that has received any cyber caused by human
been compromised security training or errors

by a cyber incident guidelines

The maritime industry is not yet fully prepared



Shlpplng must take mea@ures .»
become cyber resmeﬁt

Loss of information

Privacy impact

No insurance cover

Financial impact



L

Consultancy
and
compliancy

Inmarsat is
building a and training and net\_Atlork
portfolio of security
security

services
Secure Core

Awareness =ile el
Mitigation




Service benefits to shipowners

Addressing multiple threats

Avoids vessel 24x7
downtime protection
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Inmarsat’s UTM cyber service
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Managed UTM service

Addressing multiple threats st
> Securing on-vessel IT network through a single e B J«,J,wa,\.u L
appliance which is consolidated in the onboard '
controller, the NSD or sNSD 5
> Stateful Inspection Firewall ) ﬁ
> Web content filtering = 777 =

> Application control
> Intrusion Prevention Systems

> Gateway anti-virus

> Managed and controlled from the Secure Operation

Centre to ensure highest levels of protection



Inmarsat UTM for Fleet Xpress
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Inmarsat UTM for Fleet Xpress
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Inmarsat UTM for Fleet Xpress

| BH |

g4
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Inmarsat UTM for Fleet Xpress
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Summary

(I;Jnm_arsat’s UTM offers a consolidated range of security functions in a single
evice

The UTM is part of a Managed Security Service backed by security experts

The managed UTM service provides perimeter security controls as the core
component of an overall “defense in depth” security strategy

Securlity event data is readily available via the Security Operations Centre
porta

Proactive security event management can generate alarms to report in real-
time

The managed service has no impact on the customer bandwidth
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