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The Nautical Institute is an international
representative body for maritime
professionals involved in the control of sea-
going ships. We provide a wide range of
services to enhance the professional standing
and knowledge of members who are drawn
from all sectors of the maritime world.
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ARE YOU INSPIRED?

Visit The Navigator blog at www.nautinst org/navirspire
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Attacks happen
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Data protection
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Personal risk
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Cyber hygiene and the use of ICT on board
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Vulnerable systems include cargo, bridge, propulsion, access
control, passenger services, public networks, administrative and
crew welfare systems, and all external communication systems.
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Be prepared
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App awareness

“43% of you reported that you had
sailed on a vessel which had become
infected with a virus or malware. Yet
88% of you claim never to have
received any advice or training around

cyber security or hygiene”
K.T. Adamson
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Social skills
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Global Navigation Satellite Systems (GNSS - including GPS) are

vulnerable to intentional and unintentional jamming and spoofing.
By following conventional best practice, such as observing radar
and visual references, you can minimise the risks.

How to fool a
GPS
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Risk training
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Want to know more?
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Conclusion VP hstite

» Ris

» Ris

ks do exist.

ks and mitigation should be identified in

SMS.

» Ship & shore staff must be aware.

» Incidents will happen - how will you react?
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Support of The Nautical Institute
through membership and
participation is very much

appreciated!
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The Nautical Institute
202 Lambeth Road, London SE1 7LQ, UK
www.nhautinst.org
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