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Over 390.000 new Malware detected daily…
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People will always be the major security 

weakness…

Legitimate user credentials were used in 

most data breaches, with some 63% of them 

using weak, default, or stolen passwords…

Source: 2016 Verizon Data Breach Investigations Report (DBIR)
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Cyber Attack Process

Malware

• Virus

• Worm

• Spyware

• Ransomware

• Trojan

Known Vulnerabilities

Weak Authentication

Water Holing (website)

Misconfiguration

0 day Attacks

Network Intrusion

Phishing

Scanning (Ports, SW)

Social Engineering

Spear Phishing

Survey Delivery Breach

Targeted Attacks

Espionage

Modification

Destruction

Control

Botnet

Denial of Service

Extortion

Exploit

Advanced Persistent Threat (APT)

Sophisticated attack by specialised experts with access to complex IT infrastructure and resources 

• Tailored to a specific target

• Low-profile, continuous (can stay dormant for months)

• Coordinated human actions (≠ automated code)

• Typically exploit multiple vulnerabilities (0 day, malware, misconfiguration) and social engineering 

(authorised users, secure connections)

 Difficult to detect by conventional means
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Motivations & Actors

Financial GainConfidential 

Information

Disruption / 

Loss

Illegal Cargo 

(Drugs, Arms)

Motivations

Criminal Organisations

Hacktivists

Nation-States / Terrorism

A
c
to

rs

Insider Threat

Drug Cartels, 

Mafia

Anonymous

Other



• An unusually high proportion of containers were reported lost by vessels 

arriving in Antwerp

• Using malware sent by e-mail, hackers had 

gained access to the port networks

• The drug traffickers identified and intercepted

containers with smuggled drugs

• The cyber attack was professionally organised and executed stayed 

undiscovered over two years (2011-2013)

– Advanced Persistent Threat (APT)

• When the software had been discovered and neutralised, the attackers broke 

into offices and replaced physical keyboards with keylogging devices

– Combination of “old” organised crime and “new” cyber crime
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Example: Drug Trafficker in Antwerp Port

Source: BBC News (http://www.bbc.com/news/world-europe-24539417) 

http://www.bbc.com/news/world-europe-24539417


Maritime Vulnerable to Cyber Attacks

1

2

5

6

7

Significant need for exchanging information across multiple stakeholders

Difficult to access the assets in case of emergency

Most shipping operators are lacking the advanced IT capabilities of large 

corporations

Most stakeholders scattered across multiple time zones and countries

Running outdated software & hardware on board

Low education on cyber risks & procedures among vessel crew4

Heterogenic IT network across the fleet

The very nature of the Maritime business with remote assets operating 

around the globe

Running 3rd party & unmanaged computers3
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Maritime Industry Attractive for Cyber Attackers

1

2

4

5

6 Terrorism
Collisions, blocking major canals or ports can cause huge economic loss

Piracy
A cyber attack can support physical piracy (GPS Spoofing, ECDIS manipulation)

Political Hacktivism
High-profile targets for Hacktivists: Oil & Gas industry, Super Yacht VIPs

Ransom
Due to difficulty of physical access to vessels and low crew IT competency, 

ship’cos might accept paying a ransom for infected PCs to keep the vessel sailing

Illegal Cargo
Drugs, arms, counterfeit articles can be transported worldwide and hidden among 

legitimate cargo

Financial Fraud
Shipping companies are constantly executing large monetary transfers 

(bunker fuel, freight, port dues, payments to ship yards, vessel owners)

3
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No « Unique » Solution

Multi-Layer Security Approach

Access 

Management

Endpoint 
Device

Applications
Network

Infrastructure
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Available Tools (from Satcom Providers)

Multi-Satellite Services  

Web Protection

Antivirus Solutions

Onboard Network Management

Corporate VPN 

Multi-Layer Firewall

Secured BYOD User Management
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Required for the Ship Digitalisation

Managed content-based services to limit necessity to provide direct 

Internet access to 3rd party computers or critical navigation systems

Embarked cloud services to facilitate software deployment & 

maintenance

Managed IT solutions to ensure resiliency of on-board networks & 

hardware

Advanced cyber solutions to detect unknown & very sophisticated 

attacks to limit risk of business damages

Secure remote access solutions to manage all your fleet IT from 

shore
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Economics behind Cyber Security (/ TCO)

Vessel 

Rerouting

On-board 

Intervention

Business 

Reputation

Opportunity 

Loss

…

Insurance Fee 

Increase

Business 

Discontinuity

$-Impacts of 

Cyber Incidents

Cyber Security is not just the matter of ICT…

…would your insurance pay rerouting costs or damages following a cyber attack?
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Use Recommendations & Guidelines

 Cyber Security article in DigitalShip August 2016
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Usman Tahir
Product Manager

Email: usman.tahir@marlink.com

Thank you!

Any questions?




