
Vessel communication requirements, 
looking forward to reduced and zero crew



Autonomous ships have become a popular objective in our industry

But these are not “Autonomous” ships



“We’ve seen the last of 
Autonomous Ships”

Mike McNally

Global Commercial Director, GTMaritime

Personal Opinion 





Now this was an 
autonomous 
ship…

• The Master was the local deity

• If assistance was needed it 
came from on board

• “Autonomy” of ships has 
declined since radio

• Innovations in communications 
and automation technology 
have reduced crew. 

• More shoreside involvement in 
support and decision making



Indisputable: Automation of ship operations 
will continue to increase

THE TREND OVER THE PAST 60 YEARS

Looking at US Flag – Average 
oceangoing crew size

1960 – 41 crew

1980 – 24 crew, due to automation

2000 – 21 crew

2020 – 16 to 19 crew*

*if regulation allows

HOW MUCH MORE CAN BE ACHIEVED

• Average crew size is not the goal

• Segmented high automation will 
reduce crew numbers further

• Fully autonomous ships target zero 
crew at sea



The effect of 
autonomous 
systems on 
crew size

Carmen Kooij & Robert Hekkenberg (2021)
The effect of autonomous systems on the crew size of ships – a case study, Maritime Policy & 
Management, 48:6, 860-876,
DOI: 10.1080/03088839.2020.1805645

Normal Sailing - Until a ship is operated fully 
autonomous this study suggests the further crew 
reduction is restricted by the various tasks and the 
schedule requirements of a real crew.  Reducing from 
11 persons to 10 persons in this scenario.
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Arrival & Departure - Here the comparison is 
between automation while maintaining traditional 
task assignments(left) and ignoring the traditional 
assignments reducing from 9 persons to 8 in this 
scenario, eliminating the 2nd Officer.
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Arrival & Departure - Decrease in the required 
number of crew members between a ship with 
automated navigation tasks (left) and a ship with 
automated navigation and mooring tasks





Vessel 
communications

Software patch 
management

Data transfer

Weather routing

Training & 
compliance

3rd party 
systems

End point 
security

Airtime

A/R assistance

Whilst you can 
take all the 
steps to secure 
your vessels via 
software there 
is always one 
vulnerability…. 

people





Anti-Phishing software cannot stop 100%

Admin sets thresholds  
to allow or block

Real emails can resemble 
Phishing attempts

Phishing emails can 
get through

Legitimate emails 
can be blocked

Most emails are handled correctly



Office staff and crews must be vigilant!



GTMaritime Phishing Penetration Testing

What we do

• Option to send one of 3 phishing messages, using information 
readily available by public searching; i.e.

• Port Authority – requesting vessel details via email

• Port Authority – requesting crew details via a link

• Mailbox Full – requesting login details

• The chosen message is distributed to vessels, bypassing the 
normal anti-phishing filters 



What we discovered

• On avg. out of 1,000 vessels sent a phishing 
message

• 124 respond with the requested information

• Some provided all crew passport information

• Others shared their user emails and 
passwords

• The results varied widely by fleet. Training pays off.

• In the worst case 50% of the ships in a fleet 
responded with the requested information.

GTMaritime Phishing Penetration Testing



How to run a phishing penetration test

• There has been a sharp increase in the numbers of customers asking 
email providers to allow a 3rd party to run phishing penetration tests

• Lowering security gauntlet to allow these poses a grave risk to customers

• This requires significant scrutiny of the supplier sending the test messages

• Your email/security provider is not able to test the messages without 
compromising the test results

• Make sure your vessels remain protected even when testing



Vessel 

communications.

GTMailPlus
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3rd party systems

FastNet

End point 

security 
GTSentinel

Airtime

A/R assistance

GTMaritime have 
solutions to assist 
with areas of your 
full vessel 
requirements now 
and in the future,

if you want to find 
out more I’ll be 
on our stand 
shortly.

Thank you for listening

Training & 
compliance

Phishing pen. 

testing


