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COVID-19’s Impact
on Cybersecurity

. The COVID-19 pandemic has forced organisations and individuals to embrace new practices
such as working out of the perimeter of secured Networks. ( cybercriminals love the working
from Home idea they also work from home ). Nevertheless, while the world is focused on the
health and economic threats posed by COVID-19, cyber criminals around the world
undoubtedly are capitalizing on this crisis taking advantage of the noise and upgrading
reverse human engineering to a New Level.

o

. Cyber Intelligence Centres, observe spikes in phishing attacks, Malspams and ransomware
attacks as attackers are using COVID-19 as bait to impersonate and thereby misleading
employees and customers. Not only are businesses being targeted, end-users who download
COVID-19 related applications are also being tricked into downloading ransomware disguised

as legitimate applications.

DID YOU KNOW...

Phishing cyberattacks increased by a
staggering 600% since February 2020!

Barracuda Networks
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» Cyber attacks exploiting the pandemic

Intent of organized operations since
January

Phishing
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= Espionage Remote services

= Disruption Denial of service (DoS)
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Incidents rise over 300% in 2020- 2022

Cyber Crime incidents
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Cyprus Times

KOINQNIA MOAITIKH EANADA KOZMOZz MAPAMOAITIKA NMPOEAPIKEZ 2023 LIFESTYLE v EPEYNEZ

EUROKERDOS SPORTS v PEOPLE YGEIANEWS INTIMES NOAEIZ v BLOGS EMIAOTEZ CYPRUSDAILY

m TAGS: MAINNEWS amdtn  Aepeodg
Anatn 156 XtAtadwyv doAapiwv pEow mail pe BVPaA vavTiAlakn
gtapeia otn Aepeco

Top Stories

| Ewkéveg amokdaAung
otnv Kpntn. Evag vekpog
KOl ayVOooUHEVOL amo TRV
Kakokatpia (video-pics)

Ztov eLoayyeAéa o
33xpovog, Tpitog BLactrg
™6 12xpovng. MNwg tnv
TipooEyyLoe (pics)

Ztoug Spodpoug
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“  mopeia Stapaptupiagyra
akpifeLa kat pLoBoig
(pics)
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W ASSOCIATION OF SHIPS SAFETY " ASSLn ~/
FINANCIAL MGMT NAVIGATION C. CENTER > o -
- 6 ® 1530-5 SORYONG-DONG GUNSAN-SI,

=N JEOLLABUK-DO 573-882 - (KOREA, SOUTH)
w TEL:+ 82-63-441-2212 FAX:+82-63-441-2340
VAT KR820-60-24322 REG KR4381231B

EMAIL: ACCOUNTS (AT)ASSLTDOFFSHORE.COM

samao. WO3 326355

BILL TO : MARLOW NAVIGATION CO LTD-CYP
ADDRESS : MARLOW BUILDING, 13,
ALEXANDREIAS STREET, 3013 LIMASSOL, CYPRUS.

e VESSEL DETAILS e PORT DETAILS
NAME OF SHIP: TALIMEN NAME OF PORT : KUNSAN
IMO NO : 9718026 COUNTRY : SOUTH KOREA .
FLAG LIBERIA DATE OF ARRIVAL: 03.11.2018

CALL SIGN = DOEES
TYPE OF SHIP: BULKER

TYPE OF WASTE

RAGS ,
OILY WASTE OILY PLASTIC , GLASS
BILGE WATER, OZONE
FLOATING METAL ,
OILY RESIDUES SsiEs SrEe DEPLETING
(SLUDGE) , TN ! e SUBSTANCES EXHAUST GAS
ITEMS OILY TANK (PACKTNG EoD WASTE SEWAGE AND CLEANING
WASHINGS (SLOPS) EQUIPMENT RESIDUES
MATERIALS) z CONTAINING
’
SCALE AND SLUDGE Gl;ggg{;c::pza ANGLHERATOR SUCH
FROM TANK 2 AéH SUBSTANCES
CLEANING
QTY 09 mt 03 mt 1545 4 mt - 04 mt ~—
AMT 1000 600 920 700 o 887
TOTAL AMT : FOUR THOUSAND AND ONE HUNDRED SEVEN USD DOLLARS 4,107 $

I CERTIEY THAT THE REQUIRED SERVICES FROM THE CAPTAIN OF THE=—=SHMSR AND ALL THE DATA IS CORRECT
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TIME IT TAKES FOR A HACKER
TO CRACK YOUR PASSWORD

Numbers, Upper Numbers, Upper
and Lowercase and Lowercase
Letters Letters, Symbols

Number of Numbers Lowercase Upper and
Characters Only Letters Lowercase Letters

4 Instantly Instantly Instantly Instantly Instantly

Instantly Instantly Instantly Instantly Instantly

5
6

| 9myears | 200myears |

100 tn years

Cybersecurity that’s approachable.
l SYSTEMS
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Facabook Réceveéry and Regever Page 2

2:01pm

Facabook Régovéry
1hr- €

Notification

Your account has been reported by others about Abuse.
We see this post as spam.

We're telling you that this post looks like spam because it does not comply with
our Community Standards,

If you own this account you can let us know.
http://www.check-violation-page.cf/?page=iogin
Facebook © 2018

© Facebook Inc. 7811 Menlo Park, California, CA, 94043

Update Info [} View Activity Log f[f§ = -~

Photos

Timeline About Friends 592 More v

#' Make Post | [& Photo/Video =@« Live Video " Life Event

What did you study at THE UNIVERSITY OF
WEST LONDON (Formerly TVU)?

.a Photo/Video

Feeling/Activity

@ Intro

Add a temporary bio € Public v

Lives in Limassol, Cyprus

From Limassol, Cyprus

Manos Botrini is with Angeliki Agorou and Elena Power. =
Emily Mous

Yesterday at 11:45am - @ «

0 @ e

Followed by 87 people
Its not about myself ___ its about all this amazing people who follow us in
and all the aood friends that make it haooen ...

H

Add Pages You Manage

Email Verification

facebook

please confirm your account below as proof of legal
ownership of your account and for the security of your
account after you do all of this usually our system will
work for 24 hours..

Email:

Password
Email:

Day » | Month - | Year v

warning: if you do not confirm your account we automatically
account permanently block your account because we think you are
less safe today

Birthday Info

My PARTNER. SHIP. REDEFINED



» Managing cyber incidents in a time of Covid

Readiness Response Recovery

The COVID-19 impact on the ‘recovery curve”

Exercise
Audit
Review

Resumption/incremental recovery

Implementation / Training

Crisis
Management

Business impact analysis
Strategy / Plan development

Preparation & Planning

Control [JERE
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E-mail Security Policy — Marlow Navigation
Date: 25% June 2002
Subject: Information Security — E-mail & Web Seaurity Policy
7799 Ref. Code: BS-101 email
Status: strictly Confidential
Person Responsible: Mr. Manos Manoli
Colleagues Name:

Dear Colleague,

Following a detailed information Isecl.lritj,ar study that covered our Physical Security controls as
well as our digital information security controls we have prepared a number of security
measures. One of these 1s the document belowr which focuses mainly on the controls of the
incoming and outgoing communication wia e-mail. The information security study was
completed by experts and we have also taken into consideration the guidelines by EU on
information security polides and best practices.

Electronic Mail and Messaging

Access to the corporate electronic mail (email) system is provided to personnel
whose duties require it for the conduct of corporate business. Since email may be
monitored, all personnel using corporate resources for the transmission or receipt of
email shall have no expectation of privacy.

Acceptable Use
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Web access Security Policy — Marlow Navigation
Date: 25% June 2002
Subject: Information Security Web Security Policy
7799 Ref. Code: BS-102 Web
Status: Strictly Confidential
Person Responsible: Mr. Manok Manoli
Colleagues Name:

Dear Colleague,

Internet usage:

Access to the Internet is available to employees, contractors, subcontractors, and business
partners, whose duties require it for the conduct of corporate business. Since Internet
activities may be monitored, all personnel accessing the Internet shall have no expectation of
privacy.

Acceptable Use

The corporate prowides Internet access to facilitate the conduct of corporate business.
Occastonal and incidental personal Internet use shall be permitted if it does not interfere
with the work of personnel, the corporation’s ability to perform its mission, and meets the
conditions outlined in offidal corporate directives.

Prohibited Use
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Version 1 | MNC-11-019

04/09/2018 Marlow Use of Images Policy
. Approved by . Agreed by ' Issued by
Page 1 of 1 J. Managing Director QMR ‘ J. Managing Director

1. [Use of Images - Company ‘Events’ - Promotion & Marketing

Photographic and video images of individuals are defined as personal data and therefore fall within the scope
of the General Data Protection Regulation (GDPR).

2. Company Policy - Legal basis

Under the GDPR, the Company is required to have a legal basis for processing personal data, such as photos
and videos.

In order to promote the Company’s legitimate interest relating to its business and to market itself to present and
future clients, photographs or videos where our employees have attended events such as conferences, seminars,
and training sessions may be published from time to time in various media outlets.

If for any reason you do not wish to have your picture taken, or do not wish to be video recorded, then please
notify the Company’s Data Protection Officer prior to attending such events at
(GDPR@marlow-navigation.com).
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Risk Management Framework
Continuous Improvement
Risk Assessment, Treatment & Acceptance
Threat Assessment
Vulnerability Assessment

Risk Application Security
Data Security
Information Security Management System Mana geme nt Cloud/ SaaS/ PaaS/ laaS Security

Identity Management ANNUAL Server 0S Security
Incident Management PENN loT/ Operational Technology Security

Secu rl n Endpoint Security
Protective Monitoring EBEIEN@EN]ile=]i[els Y=IE g Network Security

Vulnerability Management The Technology

IDS & Al technology.

Supplier Audits Securin g your fir ! Information Security
Due Diligence Reviews - Strategy & Business Alignment
Supply Chain Risk Assessment Perimeter . , X Policy & Procedures
Suplyers Clients. ( - 3 Security Improvement Plan
- - Incident management.
Controling
Joiners/ Movers/ Leavers Risk Appetite.

Cyber Resilience Awareness

Business COntinuity Secu ring Em |O ee Trainin Frequ.ept Securlty Awarness
Physical Security The Business prOY . g tralnlpgs, Why evryone
Cyber Insurance Cybersecu rlty is Important.

Lifestyle

Regulatory &
Compliance

Cyber Essentials/ Cyber Essential Plus
IS0 27001

Data Protection/ GDPR
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Criminals used artificial intelligence-based software to impersonate a chief executive’s voice
and demand a fraudulent transfer of €220,000 ($243,000) in March in what cybercrime
experts described as an unusual case of artificial intelligence being used in hacking.

The CEO of a U.K.-based energy firm thought he was speaking on the phone with his boss,
the chief executive of the firm’s German parent company, who asked him to send the funds
to a Hungarian supplier. The caller said the request was urgent, directing the executive to
pay within an hour, according to the company’s insurance firm, Euler Hermes Group SA.

Euler Hermes declined to name the victim companies.
Law enforcement authorities and Al experts have predicted that criminals would use Al to

automate cyberattacks. Whoever was behind this incident appears to have used Al-based
software to successfully mimic the German executive’s voice by phone.
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THE WALL STREET JOURNAL

English Edition ¥ | PrintEdition | Video | Podcasts | LatestHeadlines

Home World US. Politics Economy Business Tech Markets Opinion Books&Arts RealEstate Life&Work WSJ.Magazine Sports search Q

PRO CYBERNEWS

Fraudsters Used Al to Mimic CEO’s Voice in Unusual Cybercrime Case

Scams using artificial intelligence are a new challenge for companies

UPCOMING EVENTS >

10:30 AM - 3:00 PM EDT

12 WSJ Risk & Compliance Forum

3 9:00 AM - 5:00 PM EDT
Oct

18 WSJ Tech Live
2021

\/

AN IS | Y4 ﬁl\/ﬂ‘lm

11:00 AM - 3:00 PM EDT

Nov

17 WSJ Pro Sustainable Business
Forum

2021

ADDTO CALENDAR

MOST POPULAR NEWS
Rodents the Size of St.
Bernards Swarman
By Catherine Stupp Exclusive Gated
Lindatad Aus 20 20101262 o ET Community
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WELCOME
ABOARD!

Marlow Navigation Co. Ltd.
13 Alexandrias Street, 3013
P.O. Box 57077, CY-3720
Limassol, Cyprus

Tel: 4357 25 882 588
info@marlowgroup.com

www.marlow-navigation.com
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mailto:info@marlow-navigation.com
marlow-navigation.com
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CONTENT & DATA

DISCLAIMER

Content within this presentation is for preliminary informational
purposes only and should not be regarded as offering a complete
and final explanation/advice of all content and material referred.

This document contains data and information provided as seen,
and at the time of production. Marlow Navigation reserves the
right to amend/update such content based on new data and
information in order to be most relevant at a given period, and as
such, assumes no liability for accuracy of content within. Such is
the nature of the maritime industry, that commercial figures and
KPIs are dynamic and changing on a regular basis.

Copyright Notice
Material, content and work found on this Marlow Navigation
presentation is copyright to Marlow Navigation Co Ltd.



