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Outline
Ø An overview of shipping Cybersecurity 2022

Ø Cybercriminals and Covid ... Working from Home …

Ø The art of Deception using Artificial Intelligence

Ø Cybersecurity as a lifestyle

Ø I.T Department vs Holistic COMPANY Cybersecurity Strategy
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COVID-19’s Impact
on Cybersecurity

Image courtesy of zvelo, Inc

• The COVID-19 pandemic has forced organisations and individuals to embrace new practices
such as working out of the perimeter of secured Networks. ( cybercriminals love the working
from Home idea they also work from home ). Nevertheless, while the world is focused on the
health and economic threats posed by COVID-19, cyber criminals around the world
undoubtedly are capitalizing on this crisis taking advantage of the noise and upgrading
reverse human engineering to a New Level.

• Cyber Intelligence Centres, observe spikes in phishing attacks, Malspams and ransomware
attacks as attackers are using COVID-19 as bait to impersonate and thereby misleading
employees and customers. Not only are businesses being targeted, end-users who download
COVID-19 related applications are also being tricked into downloading ransomware disguised
as legitimate applications.
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Incidents rise over 300%  in 2020- 2022
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Criminals used artificial intelligence-based software to impersonate a chief executive’s voice
and demand a fraudulent transfer of €220,000 ($243,000) in March in what cybercrime
experts described as an unusual case of artificial intelligence being used in hacking.

The CEO of a U.K.-based energy firm thought he was speaking on the phone with his boss,
the chief executive of the firm’s German parent company, who asked him to send the funds
to a Hungarian supplier. The caller said the request was urgent, directing the executive to
pay within an hour, according to the company’s insurance firm, Euler Hermes Group SA.

Euler Hermes declined to name the victim companies.

Law enforcement authorities and AI experts have predicted that criminals would use AI to
automate cyberattacks. Whoever was behind this incident appears to have used AI-based
software to successfully mimic the German executive’s voice by phone.



PARTNER. SHIP. REDEFINED. 17



PARTNER. SHIP. REDEFINED. 18



WELCOME
ABOARD!
Marlow Navigation Co. Ltd.
13 Alexandrias Street, 3013
P.O. Box 57077, CY-3720
Limassol, Cyprus

Tel: +357 25 882 588 
info@marlowgroup.com
www.marlow-navigation.com

mailto:info@marlow-navigation.com
marlow-navigation.com


CONTENT & DATA

DISCLAIMER 

Content within this presentation is for preliminary informational
purposes only and should not be regarded as offering a complete
and final explanation/advice of all content and material referred.

This document contains data and information provided as seen,
and at the time of production. Marlow Navigation reserves the
right to amend/update such content based on new data and
information in order to be most relevant at a given period, and as
such, assumes no liability for accuracy of content within. Such is
the nature of the maritime industry, that commercial figures and
KPIs are dynamic and changing on a regular basis.

Copyright Notice
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