
Cyber threats to satellite navigation and available 
countermeasures
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Spoofing a position

By fooling the GPS position the autopilot will compensate and use rudder to get the vessel on track again

https://www.youtube.com/watch?v=ctw9ECgJ8L0

https://www.youtube.com/watch?v=x7e94INwcVU

https://www.youtube.com/watch?v=ctw9ECgJ8L0
https://www.youtube.com/watch?v=x7e94INwcVU
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Likelihood of being spoofed



www.fugro.com4 www.fugro.com4

Countermeasures to spoofing

1. GNSS Spoofing Detection Based on Consistency Check of Velocities

2. Experimental validation of GNSS repeater detection based on antenna arrays for 
maritime applications.

3. Specially designed antennas

4. GPS Anti Spoof - Apps on Google Play

5. Oceanstar
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Countermeasures to spoofing

GPS

GLONASS

Galileo
Beidou

In the 1980 Fugro designed a product for precise positioning. 
It is a GNSS based navigation sensor which achieve accurate position by using satellite navigations systems with Fugro 

corrections signals.  
Corrections signals became compulsory  in 1986, and vessels,  the rig and offshore industry all are users of the service.
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Global Navigation Satellite System (GNSS) Signals

Galileo (EU)
OS, PRS, CS, SoL
E1, E5, E6
22 MEOs

GPS (US)
SPS – PPS
L1, L2, L5
30 MEOs

GLONASS (RU)
L1, L2
24 MEOs

BeiDou (CN)
B1, B2, B3
BeiDou-2:

3 MEOs + 7 IGSOs + 5 GEOs
BeiDou-3:

18 MEOs

GNSS = GPS | GLONASS | Galileo | BeiDou
Spread spectrum signal
L-band
Open service
Interoperable
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GNSS Interference

Jamming
Transmitting broadband RF noise in the L-band to mask the
GNSS signals

Spoofing
Generating counterfeit GNSS signals and 
transmitting into the victims GNSS antenna

Meaconing
Observing the full GNSS signal image at a 
selected location and re-transmitting into the 
targeted GNSS receiver antenna

Unintentional interference
Any RF source transmitting into the GNSS 
bands
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Internet
Open signal simulation software

What does it take to spoof?

Execution
1. Generate signals
2. Align to target antenna
3. Raise signal strength
4. Drift signal away
5. Receiver now deceived
6. The adversary maneurvers the vessel!

Motivation
External spoofer
Self-spoofer

Limited skills needed
The required tools are available

Equipment
Software Defined Radio
PC
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• RAIM
• Position comparisons

• GPS PPS
• Galileo PRS
• Galileo CS AUTH

Spoofing protection

• Authentication services
• SATGUARD
• Galileo OS NMA

• Receiver authentication
• Dual or multi antenna systems
• CRPA – bulky & expensive
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GNSS Navigation Message Authentication (NMA)

28.08.2018

GPS BeiDouGLONASS Galileo

GEO

Validation and
Digital Signature

Server

Global
Reference
network

Navigation messages Digital
Signatures
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• RAIM
• Position comparisons

• GPS PPS
• Galileo PRS
• Galileo CS AUTH

Spoofing protection

• Authentication services
• SATGUARD
• Galileo OS NMA

• Receiver authentication
• Dual or multi antenna systems
• CRPA – bulky & expensive
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Spoofing Attack

Spoofing

17.08.2018
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Spoofing Attack - detection

Spoofing

17.08.2018

Detection
?
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Multi antenna spoofing detection
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Other mitigations

Raise the threshold
• Multi GNSS (GPS; GLONASS, Galileo, BeiDou)
• Multi frequency

Knowledge level
• Information – no ignorance

Legal preparations
• Laws and regulations
• Enforcement

Repel the spoofer
• Put good systems in place
• Apply good procedures
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Trends and Developments

GNSS nowadays
• Widespread
• Billions of receivers
• Mass market
• No. of GNSS receivers → No.of internet users
• The story of internet and viruses is well-known

• And remember, you do not need to be the target to be a victim!

• You can expect spoofing now!

• Your systems need protection now

‒ Technology is available today 
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GNSS authentication should allways be a part of ship risk assessment

Fugro offers

Navigation Message Authentication

Multi antenna solution

Multi GNSS solutions
Multi frequency solutions

Fugro works continuously to provide reliable and accurate positioning

Conclusions



Thank you!

Contacts:
Hanne Krohn Jünge (h.k.junge@fugro.com)
Gunnar Hermelink (g.hermelink@fugro.com)
Daan Scheer (d.scheer@fugro.com)
Erik Vigen (e.vigen@fugro.com)
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