
How Megatugs prepared in 
accordance with IMO Guidelines on 
Maritime Cyber Risk Management 

(MSC-FAL.1/Circ.3)



We implemented an Information Security Strategy and  Program to improve Company’s 
information security posture, aligned with business goals and objectives, manage Cyber 
Risk and consequently to comply with the IMO 2021 Guidelines.

As technology continues developing, Information Technology (IT) and Operational 
Technology (OT) are being networked together and more frequently connected to the 
Internet, the need for every organization to protect its information assets and related 
services is undoubtedly inevitable.



The need to comply with Guidelines motivated Companies to assess maturity level and 
improve their Information Security posture

“Goals help set objectives that drive strategy”



Steps followed both onboard and ashore to implement the Cyber 
Security Strategy

• Set a Cyber Information Security Officer (CISO)
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Steps followed both onboard and ashore to implement the Cyber 
Security Strategy

• Risk and Impact Analysis

CIA Triad
Confidentiality, Integrity and Availability



Steps followed both onboard and ashore to implement the Cyber 
Security Strategy

• Risk and Impact Analysis



Steps followed both onboard and ashore to implement the Cyber 
Security Strategy

Constitutions

Laws

Policies

Standards

Controls

Procedures and Guidelines

Enforcement of Laws

How-to



Steps followed both onboard and ashore to implement the Cyber 
Security Strategy

• Incorporated automated security tool



Steps followed both onboard and ashore to implement the Cyber 
Security Strategy

• Established Business Continuity Plan (backups, disaster recovery site, etc)



Steps followed both onboard and ashore to implement the Cyber 
Security Strategy

• Training and Awareness



Future Plans

• Assess the maturity level

Ad Hoc

Informal

Reactive

Inconsistent 
performance

Developing

Practicing

Optimizing

Leading

Initial
• Unpredictable
• Inconsistent
• High Risk

Repeatable
• Reactive
• Volatile
• Manual

Defined
• Standards
• Documented 
• Reviewable

Managed
• Proactive
• Track metrics
• Semi-Automation

Optimized
• Process 

continuously 
improved

• Automations
• Predictable



Pitfalls in Strategy Development

• Overconfidence / Optimism

• Anchoring

• Status quo bias

• Mental accounting

• Herding instinct

• False consensus

ISACA CISM Course 15th Edition



1. Align the Strategy with Business Objectives

2. Talk to your people in a way that builds trust and gains buy-in

3. Identify and document all the potential risks

4. Assess the maturity level

5. Training and Awareness (Educate +Train)

Recommendations and Tips



6. Managing Cyber Risk is an ongoing endeavor

7. Perform Third-party risk assessment

8. Subscribe to Cybersecurity updates

9. Key Relationships

10. Event/Incident Management

11. Test as frequently as it is possible the BCP

Recommendations and Tips



Thank You!


