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The  Reality  of  Cyber  Security
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It’s  like  protecting  a  property…

PREVENT



2-May-17 Connect  smarter.  Anywhere. 5

…ensure  you  can  detect  intrusions…

DETECT
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…and  get  support  when  required!

RESPOND
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But  it  is  also  about  limiting  risks  made  by  
ignorance  or  negligence!

EDUCATE
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The  Reality  of  Cyber  Security  for  Maritime!
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Motivations  &  Actors

Financial  GainConfidential  
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Disruption  /  
Loss
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(Drugs,  Arms)

Motivations

Criminal  Organisations

Hacktivists

Nation-States  /  Terrorism

Ac
to
rs

Insider  Threat
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BIMCO  Survey  
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Guidelines  &  Future  Regulation

EU  General  Data  Protection  Regulation  
(GDPR)

• To  come  into  force  May  2018
• All  organizations  must  appoint  a  Security  
Officer
• 72-hour  notification  period  for  all  persons  /  
entities  whose  data  has  been  breached
Ø Penalty:  up  to  4%  of  revenue  !



1) Responsibility  and  liability  for  a  cyber  security  breach,  incident  or  loss

2) Possible  or  available  solutions,  standards,  networks,  designs

3) Guidelines  and  best  practices

4) Systems  protection,  transparency  of  risks/resilience,  access/confinement

5) Awareness,  training,  the  human  element,  crew  and  management  
responsibility
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Digital  Ship  –Cyber-Resilience  Topics:    2017
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Some  thoughts  for  your  Ship  Digitalisation…

Managed  content  distribution  services  to  limit  necessity  to  
provide  Internet  access  to  3rd party  computers  (distribution  of  
eCharts,  eLearning,  eforms,  M2M…)

Embarked  cloud  service  to  facilitate  software  deployment  &  
maintenance  (no  dedicated  and  unmanaged  3rd  party  computers)  

Managed  IT  solutions  to  ensure  resiliency  of  on-board  
networks  (keeping  all  your  computers  /  software  up-to-date  without  human  
interaction)  

Advanced  cyber  solutions  to  detect  targeted  hacker  attacks  
(APT  /  zero  day  attacks)  

Secure  remote  access  solutions  to  manage  all  your  fleet  IT  
from  shore  (working  over  any  satellite  service,  with  no  public  IP  address)
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Proper  Defence  Controls  include:

Employee  awareness

Secure  design  and  deployment  of  applications  and  system

Policy  for  Secure  operations  and  maintenance  of  system

Securing  the  ports  which  are  primarily  using  automated  
systems  for  cargo  handling.

Restricting portable media  and  implementing  antivirus  software

http://securityaffairs.co/wordpress/35504/hacking/hacking-maritime-shipping-industry.html



• Describe  your  Maturity  level  on  Information  Security  (ISO?)

• Do  you  perform  periodic  audits  of  your  infrastructure  (penetration  testing)?

• Do  you  separate  traffic  on-board  (i.e.  crew  vs.  corporate  vs.  operations)?

• Do  you  block  data  communication  between  vessels  (vessel-to-vessel)?

• How  do  you  secure  against  DoS attacks?

• What  Security  Options  do  you  offer?
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Some  questions  for  your  Satcom Provider…  
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Marlink’s  Security  Portfolio

Multi-Layered  Security  Solutions

Access  
Management

Endpoint  
Device Applications Network

Infrastructure
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Multi-Satellite  Services    

Web  Filtering

Antivirus  Solutions

Onboard Network  Management

Corporate  VPN  

Multi-Layer  Firewall

On-board  IT  Resilience

Secure  Remote  Access

Critical  Systems  Backup

PREVENT

RESPOND

Network  Surveillance  /  DPI

File  scanning

Zero  Day  Attacks

DETECT

User  Management

Maritime  Cyber  Security  Check  List

EDUCATE

Information  Portal Training  Academy Adapted  Environment
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Information  Sources




