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loT and OT Onboard Ships
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Common IT & OT Vulnerabilities

Mostly covered by existing
IT Cyber Security Policy
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TMSA 3 - SIRE Integration

cawr SIRE/TMSA

For SIRE information and
announcements click
here

The TMSA programme and report is now fully integrated within
OCIMF’s Ship Inspection Report Programme (SIRE)

Provides a single area to maintain all data related to a vessel’s
technical operator, including; Ship Inspections, Vessel
Particulars Questionnaire (VPQ), Crew Reports and Incidents



Cyber Security in SIRE/ VIQ 7
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Cyber Security in SIRE/ VIQ 7

7.14 Are Cyber Security Policy and Procedures part of the Safety Management System and is there
a Cyber Response Plan onboard?

Note: Do the procedures include a nsk assessment of issues such as:

Threats such as from malware; phishing attacks efc.

Identification and protection of Vulnerable systems (ECDIS efc)

Mitigation measures, (USB control efc)

Identify key personnel within the company (including who the master reports suspected incidents o)
Hard copy of key contacts (e.g. DPA; TS0 efc).

FPassword management/record?

Contractor compliance

Note: Does the Cyber Response plan confain guidance on:

What ‘symptoms’' to look for.
Immediate actions to be taken and

Mame, position, phone number and email for the Responsible Person to be contacted



" S A
Cyber Security in SIRE/ VIQ 7

7.15 Are the crew aware of the company policy on the control of physical access to all shipboard
IT/OT systems?

Mote: Inspectors should observe if access to USB ports on ‘Shipboard IT/OT' terminals are confrolled (i.e.
there are measures in place to block/lock USB/RJ-45 porfs on these terminals. Procedures should include
the protection of Crntical equipment such as ECDIS from malware and virus attacks. Procedures should
include the confrol of access to all shipboard [T/OT terminals including access to Servers which should be
in a secure location. The procedures should also include access by any third-party coniractors and
technicians.

7.164 Does the company have a policy or guidance cn the use of personal devices onboard?

Personal devices include phone/tablets efc and storage devices such as USB sticks.

Check if the policy is implemented by both., crew and wvisitors, e.g. all third-party contractors and
technicians.
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Cyber Security in SIRE/ VIQ 7

7.17 Is Cyber Security awareness actively promoted by the company and onbeoard?

MNote: Examples of active promotion include:

Cyber Awareness Matenal' displayed by all IT terminals and in crew rest rooms
Training films shown fo crew

Crew specific fraining

Instruction on safeguarding of passwords

Responsible use of social media.

Policy on the use of personal devices and its inclusion in shipboard joining familiansation checklists.

May include companies own employee/contractor Authonsed User Folicy [AUF) agreements.
Company certified as per 150 27001
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Key elements of our approach

1. Extend our Cyber Security Policy to include both IT
and OT equipment onboard

2. Logically and Physically separate IT & OT Networks

3. Introduce Cyber Risk Assessment & Change
Management Procedure for IT & OT assets

4. Implement a USB Control Policy, enforced by
hardware USB blocks and Safety Seals

5. Actively promote Crew Cyber Awareness



Network Segmentation
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Network Segmentation (cont’d)
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Network Segmentation (cont’d)
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Risk Assessmen
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USB Control Policy
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Conclusion & lessons learned
We are facing two kinds of risks:

1. Operational & Reputational Cyber Risk (CIA, Fraud)

2. Compliance Risk (TMSA 3 /VIQ 7, GDPR, IMO)

We need to stay ahead of the curve on
both fronts!

uestionnaires for Oil

arriers, Shuttle Tankers,
d Gas Tankers,
n(via7)

18 February 2019

to Network Settings, Users

we've gained full access
Firmware, Reset, Shutdown etc.!!
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