
Cyber Security Best Practices for 
Tankers & TMSA 3 / VIQ 7 Compliance 

Dr. Matthew Maheras
IT Manager
Metrostar Management Corp.

METROSTAR MANAGEMENT CORP.



2



3



4Matthew Maheras, 05/10/2017



Mostly covered by existing 
IT Cyber Security Policy

OT - specific vulnerabilities 
not previously considered






Myth or Reality?

“A commercial vessel’s network 
can be remotely compromised”
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The TMSA programme and report is now fully integrated within 
OCIMF’s Ship Inspection Report Programme (SIRE)

Provides a single area to maintain all data related to a vessel’s 
technical operator, including; Ship Inspections, Vessel 
Particulars Questionnaire (VPQ), Crew Reports and Incidents 











1. Extend our Cyber Security Policy to include both IT 
and OT equipment onboard 

2. Logically and Physically separate IT & OT Networks

3. Introduce Cyber Risk Assessment & Change 
Management Procedure for IT & OT assets 

4. Implement a USB Control Policy, enforced by 
hardware USB blocks and Safety Seals 

5. Actively promote Crew Cyber Awareness
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We are facing two kinds of risks:

1. Operational & Reputational Cyber Risk (CIA, Fraud)

2. Compliance Risk (TMSA 3 / VIQ 7, GDPR, IMO)

We need to stay ahead of the curve on 
both fronts!
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