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Question of the Day?

How Many of you know what happened on March 19, 2004
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Why do I think Cyber Security is a 
Game?

• It’s a physical or mental competition conducted according to 
rules with the participants in direct opposition to each 
other

• It’s any activity undertaken or regarded as a contest 
involving rivalry, strategy, or struggle
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The ”visiting teams”
• Gray hats: Aligned somewhere between the black hats and white hats, these hackers are not bent on destruction or in the game 

for personal gain. Nevertheless, they operate unethically. They typically find a security flaw in an organization and then disclose 
the vulnerability publicly. 

• Black hats: The stereotypical cybercriminal, aka “cracker.”
• Blue Teams: Not strictly hackers in the conventional sense, Blue Teams consist of ethical hackers (white hats and sometimes gray 

hats) working to defeat attackers and secure the organization’s environment. Blue and Red Teams often work together.
• Red Teams: A team of ethical hackers acting as though they are black hats by pretending they are criminals trying to break into the 

organization.
• Script kiddies: These hacker wannabes are usually low-skilled, but they can be a menace to individuals they target to harass or 

whose lives they try to infiltrate.
• Spy hackers: Involved in corporate espionage.
• Cyberterrorists: Bent on causing mayhem and creating fear, and the most likely to cause physical death and destruction.
• Hacktivists: Motivated by a cause, e.g., politics, ideology or religion.
• Cyber-mercenaries: Third-party hackers for hire.
• State-sponsored hackers: Subsidized or supported by a government agency, or even government agencies themselves.
• Organized crime: Much like a digital mafia and usually in the game for financial gain.
• Malicious insiders: Internals and whistle blowers, often with an axe to grind.
• White hats: Hackers who have authorization to attempt to breach a system.
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“The Game Comes to Maritime!”
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A FOOL WITH A TOOL

https://www.shodan.io/

https://www.shodan.io/search?query=maersk
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“Score!”
Exploiting Data
Some cyberattacks are 
designed to gain 
unauthorized access to 
data so that the data 
can be exploited in 
some way.
For example, exploiting 
consumer data .
In attacks like this, 
stolen data can be used 
to steal more 
information or assets 
from the parties who 
are affected.

Holding Data Ransom
In other cases, hackers might 
steal (or otherwise gain control 
over) data with the goal not of 
holding onto it permanently, 
but of charging a ransom to 
give it back.
You could categorize these 
attacks as a form of data 
exploitation.
However, they differ in that the 
goal of the attacks is not to 
exploit the information within 
the data itself, but rather to 
make money by holding data 
for ransom.

Stealing Infrastructure
If you’re a hacker, you want access 
to computing resources and you 
don’t want to pay for them. In 
these instances, you might launch 
an attack designed to steal 
infrastructure.
Such an attack allows you to take 
control of the storage, compute or 
network resources owned by 
other people. Hack ’em and you 
can then use these resources for 
yourself.
In some cases, hackers execute an 
attack against infrastructure in 
order to mine currency, host apps 
etc.
In other cases, their goal is instead 
to create a botnet of other 
people’s servers and computers. 
The botnet can then be used to 
execute other attacks.

Denying Service
Among the most common types of attacks 
that are executed with a botnet (although this 
is not the only way to launch these attacks) is 
a denial-of-service (DoS) attack.
DoS—or Distributed-Denial-of-Service 
(DDoS)—attacks aim to prevent a website or 
other services from working.
Why would hackers want to deny service? 
Sometimes, it may be simply because they 
can. There was no clear motive in the Dyn 
DNS attack, for example; it was probably the 
work of attackers who just wanted to see if 
they could successfully shut down a large 
portion of the Internet.
But in other cases, denying service to critical 
websites or services could be a way to cause 
harm.
For instance, shutting down the network that 
a power plant depends on to operate would 
have serious real-world ramifications.

https://www.usenix.org/legacy/events/sruti06/tech/full_papers/binkley/binkley_html/node3.html
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Home Team Mistakes
• Weak, 

Guessable, or 
Hardcoded 
Passwords

• Insecure 
Network 
Services

• Insecure 
Ecosystem 
Interfaces

• Lack of Secure 
Update 
Mechanism

• Use of 
Insecure or 
Outdated 
Components

• Insufficient 
Privacy 
Protection

• Insecure Data 
Transfer and 
Storage

• Lack of Device 
Management

• Insecure Default Settings

• Lack of Physical Hardening



Internal

Get in the GAME

11.06.2018Author – Current Topic – MMI 2018 9

• Take Stock – Risk Assessment/including technical review 
• Process and certifications alone wont work
• PARTNER! 

• Drive Awareness 
• Executives – Sponsorship
• Employees – Transform – the biggest threat vector
• Partners – Cyber Requirements 

• There is NO silver bullet
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