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Key findings (Facts & Figures)

Date Victim

2010-11 Greek Shipping Company

Aug 2011 Iranian Shipping Line (IRISL)

2011-13 Port of Antwerp

2012 Australian Customs and Border
Protection Service agency

2012-14 Danish Port Authority

Apr 2016 South Korea

Jun 2017 AP Moller Maersk

Jun 2017 Ships in Novorossiysk

Nov 2017 Clarksons

July 2018 Cosco US

Sep 2018 Ports of Barcelona & San Diego

* 1,000,000 events/day/vessel
* ~ 11,000 cyber threats

* 80% conducted from

crew network

« ~97% of malware is designed
to exploit social engineering
weaknesses, not a technical flaw
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Maritime Cyber Security at Chatham House

« 2 Ongoing research projects for cybersecurity at the
MTS

* Expert Comments
 Global Insights Workshop

 Simulation Exercises

Chatham House | The Royal Institute of International Affairs



Key findings (Awareness)

» The urgency for action is
becoming gradually understood

Why? o
« No apparent ship-related cyber attacks
 No mandatory framework (Other regulations affect maritime
stakeholders (GDPR, NIS))
. Other mandatorv actions requlred (BWM SC)

THe CONCEPT of CHBERSECURITT.
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On board IT and OT Systems
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The vulnerabilities

* Average ship age 10 ~ 15 years

Lack of software =
and system e
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Case Studies

» The Clarksons cyber security hack
(human factor-insider)

 Drug trafficking via the port of Antwerp
(human factor-insider)

« Malware on mobile offshore drilling unit incapacitated networks
(human factor-insider)
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The 3 Pillars of cyber hygiene

Maritime Cyber Hygiene

Infrastructure
Procedures
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IMO Maritime Safety Committee

Draft Guidelines on Maritime Cyber Risk Management

One accepted approach is to
comprehensively assess and compare
an organization's current, and
desired. cyber risk management
postures.

Such a comparison may reveal gaps that
can be addressed to achieve risk
management objectives through a
prioritized cyber risk management plan.

This risk-based approach will enable
an organization to best apply its
resources in the most effective manner.

INTERNATIONAL
MARITIME
ORGANIZATION
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Presenter
Presentation Notes
Per IMO:
One approach is to comprehensively assess and compare an organization's current, and desired, cyber risk management postures. 
Such a comparison may reveal gaps that can be addressed to achieve risk management objectives through a prioritized cyber risk management plan. 
This is a risk-based approach designed to encourage organizations to target investments in resources in the most effective manner.
Maps directly to NIST CSF - Identify, Protect, Detect, Response Recover




Cybersecurity is about managing risk

 It’s about digitally identifying, informing, enabling,
controlling, and describing an asset.

« Assets can be people, processes, tools and systems.

 It’'s about managing risk
to the confidentiality,
integrity and availability
of the information
impacting assets.
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But modelling cyber risk is difficult....

- No authoritative source of data

- A Cyber risk model requires input for people
and processes in addition to technology

- Limited risk quantification models
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Guidelines

NIST Cyber Security Framework

Identify

Protect Detect Recover

Recovery Planning
4
o
Communications
—_— -

Anomalies and

Asset Management Events

Business

. Security Continuous
Environment

Monitoring

Governance
Detection Processes
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Guidelines

THE GLIDELINES ON
CYBER SECURITY ONBOARD SHIPS
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Cybersecurity Capability Maturity

...defines an organization’s cyber ecosystem, identifies
the depth and breadth ofy deployed capabilities,
establishes benchmarks to support long-term
measurement and conti(iluous improvement,
an
serves as the primary mechanism for sustaining the
organization’s cybersecurity strategy and investments.

Cybersecurity Capacity Maturity
Model for Nations (CIWVIM)
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CLASSIC
CYBERSECURITY

stheapblyofan
organization to
technically prevent
cyber attacks from
breaching cyber
defenses and then
recover when a cyber
attack occurs.

CYBER RESILIENCY

|s the ability of an
organization to detect
anomalies as they
occur; correct
vulnerabilities as they
are identified and before
a full recovery is
required.

KEY STAKEHOLDERS:
INFORMATION TECHNOLOGY

e Evolving from Cybersecurity to Cyber Maturity

CYBER
MATURITY

Involves the blended
‘institutionalization’ of
participant awareness,

cyber best practices,
controls, and defense
technologies across the
entire enterprise.

KEY STAKEHOLDERS:
EVERYONE IN THE

ORGANIZATION EXCEPT “IT”

KEY STAKEHOLDERS:
THE ENTIRE ORGANIZATION

Likelihood of a claim diminishes as organizations move towards higher levels of

cyber maturity

15


Presenter
Presentation Notes
Classic Cybersecurity is:
The typical “IT” approach - pure play cyber defense - the domain of the IT department 
In many cases this is accomplished by a single person designated in the organization or by an outsourced service provider.

A Cyber Resilient organization is:
Goes beyond IT - is proactive beyond IT by incorporating non-IT staff 
Have performed a baseline risk assessment
Has incorporated cyber risk management into incident response planning activities (e.g. tabletop exercises 
Cyber [awareness] training is provided

A Cyber Mature Organization:
Has established a risk based approach to managing cyber risk across the business
Has built-in feedback loops (e.g. training) to inform resource allocation (people, processes and technologies)
Leverages risk transfer instruments


B
The Cyber Risk Reduction Curve

INVEST IN CYBER CAPABILITIES

~

Cybersecurity Capability
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Presenter
Presentation Notes
Emphasize JPMorgan investment

We view cyber risk reduction as an investment challenge. In other words, “Where should I spend the next dollar?”

As this graph shows, the most effective cyber risk reduction depends on where an organization is from a cyber capability perspective. On the left side of the curve, for low or no cyber risk management capabilities, risk is off the chart. Investment here should be made in technical and other controls to manage the risk. As the curve flattens, cyber insurance becomes an optimal investment because it provides a quantum reduction in the risk by protecting the balance sheet and on the right side of the curve, cyber insurance should be affordable.


In the world of marine insurance, insurance policies that cover ships, shipyards and cargo handling facilities have, over the last 10 years, included the Institute Cyber Attack Exclusion Clause (CL 380) or variant.  As a ‘paramount clause; it’s typically included on all marine insurance policies.

In practical terms, and to the extent that it would be covered by the applicable insurance, any loss or damage (including consequential loss and business interruption) or liabilities attributable to a breakdown of a computer system would prima facie be recoverable from insurers.  However, if the loss, damage, or liability was caused either directly or indirectly by the use of a computer and its associated systems and software ‘as a means of inflicting harm’ such loss, damage, or liability would be excluded from coverage.

As is often the case, protection and indemnity (P&I) cover is an exception. P&I clubs that are members of the International Group cover P&I claims that result from a cyber-attack unless the attack is an act of war or, more likely, the work of terrorists. In those circumstances the clubs exclude cover for liability directly or indirectly caused by the use or operation as a means of inflicting harm of any computer virus. However, the clubs have partially reinstated that exclusion by establishing a special pooling facility with a limit of US$30 million per ship in the aggregate. This facility will cover the P&I liability of their members to pay damages, compensation, or expenses in consequence of personal injury to or illness or death of any seaman, and for the legal costs and expenses incurred solely for the purpose of avoiding or minimizing any liability or risk insured by the club.

Other than the limited cover provided by the P&I clubs’ pooling facility, the “CL 380 type” exclusion of losses that are the result of a cyber-attack is applied universally by the marine insurance industry in its coverage of vessels and of shore-based facilities.


The HACyberLogix Structure

The Maritime Transportation Cybersecurity Capability Assessment
Approach

The HACyberLogix application provides maritime organizational leadership with the sustained ability to analyze,
benchmark, measure, and facilitate cybersecurity capability evolution across all the areas of a company’s business.

Risk Management Governance Workforce & Training Change Management
Threat I ilit
Situational Awareness Information Sharing reat & Vulnerability Commercial
Management
Cyber Program
Management

© HudsonCyber

Maritime Cyber Securi
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Presenter
Presentation Notes
HACyberLogix is a cloud-based tool that empowers maritime stakeholders to rapidly deploy and economically assess, baseline and benchmark the cybersecurity capability maturity of their entire organization. 

Because cyber threats are unconstrained by geography, language or technology, the platform drives collaboration among shore-based and shipboard personnel and provides dynamic and immediate feedback in the form of prioritized recommendations to enable actionable improvements and inform investment planning.




Understanding the approach
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Two aspects in increasing ROI from
investing in cybersecurity CYber as ROI

THANKS TO
THE LO.T.,
0BJECTS LIKE
SMARTPHONES CAN
SHARE YOUR PATA
WITHOUT Youe
INTERVENTION !

User Corporate

IWAS
SUSPECTING

Invest in user Use the knowledge

awareness training  and best practises
of other industries

Educate staff on
NEW Measures, Cyber security
technologies and by design
tools
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Thank you

We have land and a home
as long as we have ships at sea..

Themistocles 480 B.C.
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