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Crime	
  Fighting	
  – Reality

Cyber	
  Crime	
  cannot	
  be	
  dealt	
  with	
  
by	
  Governments	
  alone

The	
  Public	
  must	
  become	
  involved	
  

Greater	
  need	
  to	
  engage	
  with	
  the	
  public	
  
to	
  prevent	
  harm
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Crime	
  Fighting	
  Challenges	
  drive	
  a	
  need	
  for	
  
-­‐ increased	
  awareness	
  by	
  ‘targets’
-­‐ improved	
  incident	
  reporting	
  by	
  ‘targets’
-­‐ greater	
  vigilance	
  by	
  ‘targets’
-­‐ faster	
  notification	
  of	
  ‘targets’
-­‐ stronger	
  collaboration	
  with	
  partners	
  and	
  targets

Ultimately
-­‐ greater	
  automation	
  to	
  combat	
  
crime	
  is	
  undoubtedly	
  necessary

Crime	
  Fighting	
  Solutions	
  within	
  Community

A	
  first	
  Step:	
  CSO	
  Alliance
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CSO	
  Alliance	
  – Security	
  Through	
  Community	
  

BUILT BY CSOS FOR CSOS

TAKING HUMAN INTERACTIONS ONLINE

400	
  CSOs	
  in	
  40	
  Countries	
  	
  	
  
20	
  workshops	
  throughout	
  the	
  world

One	
  day	
  saved	
  equivalent	
  to	
  20	
  years	
  membership	
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Working	
  to	
  break	
  the	
  established	
  cycle:	
  
You	
  did	
  not	
  do	
  your	
  job	
  – Concerns	
  over:

Few	
  to	
  trust
Limited	
  military,	
  National	
  Government,	
  NGO	
  feedback/support

Overcome	
  Disincentives	
  to	
  Report	
  Crime	
  

Reputation
Loss	
  

Security	
  Culture
Lack	
  of	
  understanding

Fines	
  
Operational	
  

Delay
Increased
insurance	
  

Intimidation
Legal	
  action	
  	
  

Investigation	
  
Increased	
  
paperwork
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We	
  track	
  and	
  verify	
  all	
  crime	
  -­‐ from	
  Jan	
  2013	
  to	
  this	
  pm

10%	
  more	
  verified	
  crime	
  than	
  Industry	
  approved	
  sources	
  	
  

Maritime	
  criminals	
  active	
  in	
  63	
  countries

1636	
  incidents	
  reported,	
  969	
  ships	
  successfully	
  boarded	
  
60%	
  boarding	
  success	
  rate	
  affecting	
  est.	
  16,000	
  seafarers

Industry	
  has	
  greatly	
  improved	
  reporting	
  crime
IMB	
  :	
  30%	
  of	
  crime	
  is	
  not	
  reported,	
  higher	
  in	
  W	
  Africa	
  

Maritime	
  criminals	
  are:
Global
Well	
  organised and	
  rewarded
Constantly	
  innovating	
  

We	
  Track	
  Maritime	
  Criminal	
  Activity
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A	
  Proven	
  Platform	
  	
  	
  -­‐ Maritime	
  Homepage	
  	
  

Very	
  Easy	
  to	
  use

Get	
  	
  fast	
  relevant	
  	
  and	
  
actionable	
  information.

Access	
  shared	
  experience

In	
  complete	
  confidence	
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Key	
  Functionality	
  

Chatter	
  – on	
  any	
  subject	
  

Verification	
  &	
  
geolocation	
  of	
  all	
  crime	
  

Which	
  Drives	
  Statistics	
  

Generates	
  detailed	
  report	
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Secure	
  online	
  conference	
  facility Security	
  
news	
  

Powerful	
  search	
  engine	
   feed

Groups	
  for	
  deeper	
  Learning

Direct	
  Access	
  to	
  Military	
  &	
  regional reporting	
  centres

Key	
  Functionality	
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Fusion	
  of	
  Multiple	
  Data	
  &	
  Information	
  Feeds	
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Industry	
  Support	
  is	
  in	
  Place	
  	
  

Champions Industry	
   BIMCO	
  
P&I	
   North	
  P&I	
  
Flag	
   Marshall	
  Islands	
  Register
Class	
   Confirm	
  28/4	
  
Hull	
   Norwegian	
  Hull	
  Club

Access	
  and	
  contact	
  with	
  60	
  Industry	
  bodies	
  	
  



25	
  April	
  2017

Ignorance

A	
  lack	
  of	
  intelligence	
  sharing

No	
  trusted	
  central	
  repository	
  of	
  
Information

A	
  threat	
  of	
  mandatory	
  regulation

Cyber	
  -­‐ What	
  are	
  the	
  Problems?
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A	
  CISO	
  role	
  and	
  responsibility	
  

Computer	
  Emergency/Security	
  Response	
  Team	
  
Disaster	
  Recovery	
  and	
  Business	
  Recovery
Identity	
  and	
  Access	
  Management	
  
Privacy	
  
Regulatory	
  Compliance	
  
Risk	
  Management	
  
Security	
  Operations	
  Centre
Technology	
  Controls	
  	
  
Information	
  Technology	
  Investigations,	
  Digital	
  Forensics,	
  eDiscovery	
  
Security	
  Architecture

Source:	
  2015	
  Harvey	
  Nash	
  study	
  of	
  156	
  UK	
  CISO	
  av.	
  base	
  salary	
  £130,823

Ship	
  Owners	
  need	
  this	
  delivery	
  and	
  need	
  to	
  dedicate	
  funds	
  

Cyber	
  -­‐ Issues	
  that	
  Need	
  Management	
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Requirement

Global consolidated	
  cyber	
  crime	
  reports	
  

Collect	
  useful	
  data	
  needs	
  a	
  structured	
  report	
  

Only	
  then	
  identify	
  trends	
  and	
  patterns	
  

Share	
  experiences	
  best/poor	
  practice

Solution	
  

Build	
  Cyber	
  Crime	
  Reporting	
  Portal	
  

Cyber	
  -­‐ Industry	
  Wide	
  Requirement
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If	
  we	
  don’t	
  ……. Cyber	
  criminals	
  will	
  thrive	
  on	
  our	
  dis-­‐organisation

Cyber	
  – Benefits	
  of	
  Working	
  as	
  One	
  

Keep	
  reporting
voluntary	
  or	
  risk	
  	
  

regulation

Create	
  actuarial	
  data	
  
&	
  remove	
  clause	
  

380

Keep	
  Cyber	
  Crime	
  
data	
  ‘’off	
  market’’

Share	
  breaking	
  
data	
  with	
  cyber	
  
responsible	
  
employees	
  

Support Flag	
  &	
  
some	
  states	
  cyber	
  

reporting
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Crew – Be	
  cyber	
  aware	
  posters	
  and	
  awareness	
  campaign

Office – e-­‐learning,	
  e-­‐audits	
  and	
  education

Management – ensure	
  full	
  understanding

Board	
  &	
  shareholders	
  – a	
  risk	
  that	
  can	
  cripple	
  a	
  company

The	
  Drivers	
   Ignorance	
  is	
  no	
  longer	
  a	
  defense	
  
Effective	
  security	
  delivers	
  client	
  confidence	
  	
  
Can	
  deliver	
  competitive	
  advantage
The	
  threat	
  is	
  innovating	
  and	
  scalable	
  
Malware	
  infection	
  acceleration	
  Geometric
Infection	
  into	
  all	
  parts	
  of	
  supply	
  chain

Cyber	
  -­‐ Knowledge	
  is	
  Needed	
  by	
  All



25	
  April	
  2017

To	
  succeed	
  -­‐ we	
  need	
  to	
  work	
  as	
  one	
  

Ship	
  Owners	
   CTO,	
  CISO,	
  Cyber	
  Responsible	
  

Ports	
   CTO,	
  Cyber	
  Responsible,	
  PFSO

Supply	
  Chain	
   Agents,	
  Hauliers,	
  Manufacturers

Flag	
  States Duty	
  to	
  report	
  to	
  IMO	
  

Industry BIMCO,	
  ICS,	
  IG	
  Group,	
  IACS	
  etc	
  

Cyber	
  -­‐ Complete	
  Maritime	
  Supply	
  Chain	
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WWW	
  &	
  Core	
  System	
  Ready	
  for	
  July	
  

To	
  secure	
  a	
  data	
  flow	
  anonymity	
  
of	
  crime	
  reporting	
  needs	
  to	
  be	
  
assured

1. Gloucestershire	
  Police	
  
‘Safer	
  Cyber	
  Forum’

2. Iceland	
  Based	
  Server	
  
Assures	
  anonymity	
  for	
  all

3. Develop	
  a	
  cyber	
  alliance	
  ‘ecosystem’	
  

4.	
   Industrial	
  Partner	
  – 600	
  FTE	
  cyber	
  staff

Cyber	
  Crime	
  Reporting	
  Portal
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Phase	
  1:	
  	
  WWW	
  &	
  Core	
  Service	
  	
  

•
• Specialist	
  Learning

Industry	
  Support	
  

• Vetting	
  of	
  member
• E-­‐learning
• E-­‐ audit	
  &	
  other	
  tools

• Statistics
Trend	
  Analysis
24/7	
  Support

• Curated Articles
• Newsletters	
  

News	
   Reports

GroupsTools
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There	
  is	
  a	
  job	
  to	
  be	
  done	
  -­‐ Protecting	
  information	
  assets	
  and	
  technologies

Phase	
  2:	
  	
  Evolve	
  a	
  Premium	
  Service

Extensive Groups
• Library

Discussion	
  

•Support	
  tools
Malware analysis
•Virtual	
  CISO	
  Service
CTO,CEO,CSO,CISO;	
  
•Polling	
  	
  

• Deep analysis	
  
Emerging	
  Trends

• Peer	
  Group	
  Review	
  

• Cyber Chatter
• Live	
  phone	
  call	
  back
• Live	
  email	
  reply	
  

News Reports	
  	
  	
  

Groups	
  Tools	
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Join	
  us	
  now	
   This	
  is	
  your	
  platform	
  and	
  help	
  the	
  build

Liaise	
  with	
  AMMITEC	
  
IMO	
  engaged	
  

End	
  July	
   Cyber	
  Crime	
  Reporting	
  portal	
  ready	
  
www	
  and	
  core	
  service	
  soft	
  launch

Mid	
  September	
   Athens	
  -­‐ CTO	
  Workshop	
  initial	
  feedback	
  
create	
  ‘	
  your’	
  Premium	
  service

If	
  your	
  CSOs	
  join	
  by	
  July,	
  year	
  1	
  Cyber	
  core	
  solution	
  for	
  no	
  charge

Next	
  Steps	
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A	
  Focus	
  on	
  Reports	
  

On	
  line	
  Demonstration	
  


