
Ship Management Perspective in building Safety and Security 

Competencies 

• Measuring the human impact and managing resistance

• Translating guidance into training and education 1
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Why does Marine Industry need it ? 

Researchers from the University of 

Texas in July 2013 demonstrated 

that it is possible to change a 

vessel’s direction by interfering 

with its GPS signal to cause the 

on-board navigation systems to 

falsely interpret a vessel's position 

and heading

Consider what would happen 

if that same attack 

occurred in the narrowest point of 

the Straits of Malacca, 

the approximately 1.7 mile-wide 

stretch through which over 

15 million barrels of oil are 

otherwise transited per day, 

not to mention an estimated 

25 percent of all global shipping. 

That would be a global catastrophe!



Cyber Security Competency - Why

Measuring our vulnerability 

Lack of encryption

The lack of any inbuilt 

encryption or 

authentication code 

in navigation systems 

is an issue. It means 

that shipping could be 

seen as a soft target 

and this perception 

alone could be 

enough to provoke 

an attack.
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Measuring our vulnerability

Lack of encryption

Increased use of 

computer services

Ships and offshore 

units are becoming 

increasingly 

connected and are 

using more and more 

computer programs 

that connect to the 

internet and therefore 

increase their 

vulnerability. 
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In 2015 only 12% of 

crew received cyber 

security training and 

only 43% of crew were 
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policies provided by 

their companies
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Measuring our vulnerability

Lack of encryption
Increased use of 

computer services

Crew are not 

aware or trained in 

cyber security

Expensive tool; 

Complacent 

Industry

Shipping companies 

believe they are at a 

low risk because they 

have little valuable 

data and therefore do 

not strongly prioritise 

cyber security.



Cyber Security Competency - Why

Business Requirement / Regulatory Requirement 

TMSA 03 

Element 13 - Security

IMO is adopting cyber risk 

management in the safety 

management ISM Code from 

2021
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Malicious Software

Social
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Common Cyber Threat and Tricks
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MALWARE



Top Tips to Avoid Malware

Install Endpoint Security on all devices,

scan it regularly and always update.

Be careful what you plug in (USB).

Be careful what you install (torrent).

Backup your files
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Phishing

PHISHING



Top Tips to Avoid Phishing

Check who the email sender is.

Check the email for grammar and spelling 

mistakes.

Mouse over the link to see where it goes.

Do not click the link – manually type it in.
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Social
Engineering

Social Engineering



Be careful with the information you 

disclose.

Verify credentials of contractors.

If you have any doubts on the ident

ity of callers, hang up and call their          

official company number back.
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TIPS to avoid Social Engineering
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Human factor threat – Solution

Raise awareness about cybersecurity and 

empower them to be safe online.
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Human Factor Threats Overview



Human Factor Threats Overview



The first and best line of defense

Importance of Human Factor



Guidance – Training and Compliance



Competent Onshore / Offshore personnel

UNDERSTANDING 
OF CYBER RISKS 

RELEVANT FOR THE 
MARITIME INDUSTRY

ROLE AS A USER IN 
CYBER SECURITY

PREVENTING 
COMMON THREATS 

& TRAPS

ASSESSING THE 
RISKS TO THE 

SHIP’S IT AND OT 
(OPERATIONAL 
TECHNOLOGY)

RESPONDING TO A 
CYBER SECURITY 

BREACH OR ATTACK



Thank you
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