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MANAGING THE RISKS AT SEA

The Cyber Risks, as a new challenge



• Common Risks at sea 

• Cyber Risks

• Procedures and controls

Aims of this presentation



Human Error Risks

• Human Error: Still a big issue. 

• Despite decades of safety improvements, the shipping industry has no 
room for complacency. Fatal accidents such as the “Sanchi” oil tanker 
collision in January 2018 and the loss of the “El Faro” in Hurricane 
Joaquin in late 2015 persist, and human behaviour is often a factor. It 
is estimated that 75% to 96% of shipping accidents involve human 
error. It is also behind 75% of 15,000 marine liability insurance 
industry claims analyzed by AGCS – costing $1.6bn.



Preventing human errors risks

• Training

• Procedures prevent omission

• Daily work planning meetings

• Risk assessment

• Work permit

• Tool box meetings

• Learning trough past accident/incident

• BBS, Partners in Safety, Safety culture



Safety Culture on Board



Crew Resource management



Technology Risks



Technology Risks

• Technology is driving safety improvements but overreliance is a 
concern

Safety-enhancing technology is already finding its way into 
shipping. This could bring huge benefits, as it is estimated 
that 75% to 96% of marine accidents can be attributed to 
human error. Information from voyage data recorders is already 
used in accident investigation but important safety lessons could 
also be learned by analyzing information from everyday 
operations. Conversely, a number of incidents have occurred 
where crews have relied too much on technology, particularly 
involving electronic navigation tools.



Electronic Navigation risks

• ECDIS Primary means or Aid to Navigation

• Training standards for ECDIS 

• Misinterpretation of ECDIS data, overreliance of e-navigation

• Manual navigation aids and skills are still crucial

• CATZOC (Zone of confidence – acuracy of ENC)

• Emergency procedures (lost of power, lost of input from GPS, RADAR)



Preventing technology risks

• Identifying and analysing risks

• Designing risk management mitigation strategies

• Monitoring and measuring results

• Industry benchmarking                        

• General training

• Equipment specific training



Piracy in 2017 



Preventing piracy risks

• Pre transit preparations and hardening measures in place

• Shore support and Ship security plan

• Risk assessment

• Security and intelligence reports

• Armed guards



Geo political risks



Geo political risks

• Concern over rise in geo-

political tension

• Increase in human trafficking 
creates additional strain on SAR 

resources

• Many migrants crossed the 

Mediterranean Sea because of 

the Syrian Civil War

• Middle East conflict puts 

increasing pressure on the 

supply chain



Cyber risks at sea

Cyber risks are new threat to shipping

Cyber attack of on board technology could 
have catastrophic consequences

Ports, terminals and container data  are 
potential targets

Companies must identify appopriate 
mitigating strategies to ensure business 
continuity

Companies must establish contingency plans



Cyber risks

• Cyber-attack is any type of offensive manoeuvre that targets IT and OT systems, 
computer networks, and/or personal computer devices attempting to compromise, 
destroy or access company and ship systems and data.

• Cyber incident is an occurrence, which actually or potentially results in adverse 
consequences to an onboard system, network and computer or the information that 
they process, store or transmit, and which may require a response action to mitigate the 
consequences.

Cyber security onboard ships protects:

• the operational technology against the unintended consequences of a cyber incident;

• information and communications systems and the information contained therein from 
damage, unauthorised use or modification, or exploitation; and/or

• against interception of information when communicating and using the internet.



Cyber risks

Understanding the cyber threat

• The cyber risk is specific to the company, ship, operation and/or trade. 
When assessing the risk, company should be aware of any specific aspect 
of the operations that might increase vulnerability to cyber incidents.

• Unlike other areas of safety and security where historic evidence is 
available and reporting of incidents is required, cyber security is made 
more challenging by the absence of any definitive information about the 
incidents and their impact.

• There are motives for organizations and individuals to exploit cyber 
vulnerabilities. 



Cyber risks



Systems at risk

• Communication systems

• Satellite communication equipment;

• Voice Over Internet Protocols (VOIP) equipment

• Wireless networks (WLANs); and

• Public address and general alarm systems.



Systems at risk

• Availability of internet connectivity via satellite and/or other wireless 
communication can increase the vulnerability of ships. 

• The cyber defense mechanisms implemented by the service provider 
should be carefully considered but should not be solely relied upon to 
secure every shipboard systems and data.



Systems at risk

• Bridge systems

• Positioning systems (GPS, etc.);
• Electronic Chart Display Information System (ECDIS);
• Systems that interface with electronic navigation systems and 

propulsion/maneuvering systems;
• Automatic Identification System (AIS);
• Global Maritime Distress and Safety System (GMDSS);
• Radar equipment;
• Voyage Data Recorders (VDRs); and
• Other monitoring and data collection systems.



Systems at risk

• The increasing use of digital, networked navigation systems, with 
interfaces to shore side networks for update and provision of 
services, make such systems vulnerable to cyber-attacks.

• Bridge systems that are not connected to other networks may be 
equally vulnerable, as removable media are often used to update 
such systems from other controlled or uncontrolled networks. 

• A cyber incident can extend to service denial or manipulation, and 
therefore may affect all systems associated with navigation, including 
ECDIS, GNSS, AIS, VDR and Radar/ARPA.



Systems at risk

• Propulsion and machinery management and power control systems

• Engine governor;

• Power management;

• Integrated control system;

• Alarm system; and

• Emergency response system.



Systems at risk

• The use of digital systems to monitor and control onboard machinery, 
propulsion and steering make such systems vulnerable to cyber-
attacks. 

• The vulnerability of such systems can increase when they are used in 
conjunction with remote condition-based monitoring and/or are 
integrated with navigation and communications equipment on ships 
using integrated bridge systems.



Systems at risk

• Access control systems

• Surveillance systems such as CCTV network;

• Bridge Navigational Watch Alarm System (BNWAS);

• Shipboard Security Alarm Systems (SSAS); and

• Electronic “personnel-on-board” systems.



Systems at risk

• Cargo management systems

• Cargo Control Room (CCR) and its equipment;

• Level Indication System;

• Valve Remote Control System;

• Ballast Water Systems.



Systems at risk

• Digital systems used for the management and control of cargo, 
including hazardous cargo, may interface with a variety of systems 
ashore. 

• Such systems may include shipment-tracking tools available to 
shippers via the internet. Interfaces of this kind make cargo 
management systems and data in cargo manifests vulnerable to 
cyber-attacks.



Systems at risk

• Core infrastructure systems

• Routers;

• Switches;

• Firewalls;

• Virtual Private Network(s) (VPN);

• Virtual LAN(s) (VLAN);

• Intrusion prevention systems; and

• Security event logging systems.



Systems at risk

• Administrative and crew welfare systems

• Administrative systems

• Crew Wi-Fi or LAN internet access, for example where seafarers 
can connect their own devises.



Systems at risk

• Onboard computer networks used for administration of the ship or 
the welfare of the crew are particularly vulnerable when they provide 
internet access and email. 

• They can be exploited by cyber attackers to gain access to onboard 
systems and data. 

• These systems should be considered uncontrolled and should not be 
connected to any safety critical system on board.



Risk Assessment Process



Example of Considered Hazards



SWOT Analysis process



SWOT Analysis process



MOC Process



MOC Process



Developing contingency plans

• The company should develop, and ships should have access to, 
appropriate contingency plans in order to effectively respond to cyber 
incidents. 

• When a cyber incident is discovered, it is important that all relevant 
personnel are aware of the exact procedure to follow. 

• It is recommended that the contingency plans are tested periodically, 
for example using scenario exercises with all relevant personnel 
including management.



Developing contingency plans

The most critical elements of contingency plans related to ships are:

• Knowing what to do in the case of disabling, or manipulation, of all types of 
electronic navigational equipment;

• Knowing what to do in the case of disabling, or manipulation, of industrial 
control systems for propulsion, auxiliary systems and other critical systems;

• Knowing how to verify that data is intact in cases where penetration is 
suspected but not confirmed;

• Procedures for handling ransomware incidents; and

• Operational contingencies for ships in cases where land-based data is lost.



Response plan

An effective response has four stages:

• Identify the cyber security incident;

• Define the objectives for response and investigate the situation;

• Take appropriate action to address a cyber incident that effects 
systems and/or data; and

• Recover systems, data and connectivity.



Response plan

• The response plan should, as a minimum, include the following 
considerations:

• Which systems does the cyber attack apply to?

• Should systems be shut down immediately or kept running?

• Should certain ship communication links be shut down?

• Should certain pre-installed security software be activated?

• Who is the correct person in the IT department to contact immediately? In addition, 
what to do if communication links are severed?



Emergency response procedures

• Cyber attack - Propulsion, Machinery and Power control systems 

• Cyber attack - Bridge systems (including ECDIS, GPS, AIS, VDR and 
Radar/ARPA, Navtext)

• Cyber attack – Cargo management systems (including Cargo Loading 
computer, Level indication system, Valve remote control system, 
Ballast water system)



Emergency response procedures



Recovery Plan

• Recovery plans should be accessible to officers on board in accordance 
with their responsibilities defined in the plans. The purpose and scope of 
each specific plan should be defined and understood by the officers and 
potential external IT personnel.

• Essential information and software backup facilities should be available to 
ensure recovery can take place following a cyber incident.

• Recovery of essential ship or system functions related to the safe operation 
and navigation of the ship may have to take place with assistance from 
shore. How and where to get assistance, for example by proceeding to a 
port, needs to be part of the recovery planning carried out by the ship in 
cooperation with the shipowner or operator.



Investigate cyber incidents

• Investigating a cyber incident can provide valuable information about 
the root and direct causes of the breach. This information can be 
used to improve the company procedures and to take appropriate 
preventive measures for the future. 

• Any investigation should result in:

• A better understanding of the threats facing shipping 
companies and the ships they operate;

• Identification of lessons learned and future preventive actions;
• Updates to technical and procedural control measures, as 

appropriate.



Staff Training and awareness

• The internal cyber threat is considerable and should not be 
underestimated. Personnel, even with the best of intentions, can be 
careless, for example by using removable media to transfer data from 
computer to computer without taking precautions. 

• Training and awareness should be tailored to the appropriate levels 
for:

• Onboard personnel, including the master, officers and seafarers; and

• Shoreside personnel who support the management and operation of the 
ship.



Crew awareness

• Risks related to emails and use of internet;
• Risks related to bridge systems, cargo systems, propulsion and steering systems;
• Risks related to the use of own devices. These devices may be missing security patches 

and controls, such as anti-virus;
• Risks related to installing and maintaining software on company hardware, where the 

infection can be propagated;
• Risks related to poor software and data security practices where no anti-virus checks are 

performed;
• Safeguarding user information, passwords and digital certificates;
• Cyber risks in relation to the physical presence of non-company personnel without 

supervision;
• Detecting suspicious activity and how to report if a possible cyber incident is in progress;
• Awareness of the consequences or impact of cyber incidents to the safety and 

operations of the ship;
• Understanding how to implement preventative maintenance routines such as anti-virus 

and anti-malware;
• Procedures for protecting against service providers’ removable media;



GPS Disruption in Eastern 
Mediterranean Sea



GPS Disruption in Eastern 
Mediterranean Sea
Cautions

• The interference is resulting in lost or otherwise altered GPS signals affecting bridge 
navigation, GPS-based timing, and communications equipment.

Actions to be taken

• Masters shall recognize the possibility of serious GPS interference, and exercise caution 
when navigating in these areas.

• Vessels are requested to periodically compare their ship’s positon by cross bearing with 
the GPS position to check the GPS is working in good order when the vessel is engaged in 
coastal navigation.

• If GPS disruption occurs, vessels are requested to immediately establish an alternative 
method that does not rely on the GPS for checking the ship’s position on ECDIS.

- Change ECDIS to Dead Reckoning (DR) mode

- Use the radar overlay function and Parallel Index, use visual methods

- Use celestial navigation



GPS Disruption in Black Sea?



GPS Disruption in Black Sea?

A vessel reported to the U.S. Coast Guard Navigation Center:

• GPS equipment unable to obtain GPS signal intermittently since 
nearing coast of Novorossiysk, Russia. Now displays HDOP 0.8 
accuracy within 100m, but given location is actually 25 nautical miles 
off;



Thank you for your attention

Captain Kuzman Popov, LLM, MICS

HSEQ Manager

MOL Tankship Management (Europe) Ltd., London

Used industry sources of information: BIMCO, OCIMF, Allianz


